
Chapter  14 -  Domain Name System

Evolution of DNS

Prior to DNS 
hosts.txt was maintained by the NIC at SRI
hosts.txt - - > All hosts - - - > filter - - - > /etc/hosts

Fatal problems with hosts.txt

Traffic and load (downloaded once a week or so by all hosts)
Flat file structure made name collision mgmt difficult. 
Consistency (Rapid changes to the file meant most copies were always out of date)

The solution: DNS

A distributed database used to map
Host names to IP addresses
IP addresses to host names

NO single site required to keep all the names
Distributed - > most name are kept near where they' re needed
InterNIC assigns domain names - > no collisions
Local administrators system names - > low bureaucracy overhead
Load / consistency tradeoff via caching policies

DNS structure

The domain name system is a tree with an unnamed root
Top level domains include: com, edu, gov, int, mil, net, org, ae, au, ... , us, zw
Names that do end with period are viewed as fully qualified

jmw.cs.clemson.edu.
Names that don' t end with a period are often supplied with the rest of the current domain

plato
Names that begin with a period often refer to a particular zone .cs.clemson.edu
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Access to DNS via the resolver library

Applications access DSN through a resolver

                           +- - - - - - - - - - - - - - - +
              Local  Host    |  r esol ver . conf  |     |   For ei gn
                           +- - - - - | - - - - - - - - - +    |
 +- - - - - - - - - +               +- - - - - v- - - - +         |   +- - - - - - - - +
 |          |  user  quer i es  |           | quer i es  |   |         |
 |   User    | - - - - - - - - - - - - - - >|           | - - - - - - - - - | - >| For ei gn |
 |  Pr ogr am |                |  Resol ver  |          |   |   Name  |
 |          | <- - - - - - - - - - - - - - |           | <- - - - - - - - | - - |  Ser ver  |
 |          |  user  r esponses|           | r esponses|   |         |
 +- - - - - - - - - +               +- - - - - - - - - - +         |   +- - - - - - - - +
                             |      A            |
             cache addi t i ons |      |  r ef er ences |
                             V     |             |
                           +- - - - - - - - - - +         |
                           |   cache   |          |
                           +- - - - - - - - - - +         |

( Caching at the resolver is non standard - -  but caching at the local name server is standard)

Two functions provide the high level interface to the resolver.

     st r uct  host ent  * get host byname(
     char  * name)

     
     st r uct  host ent  * get host byaddr (
     char  * addr ,  
     i nt  l en,  

i nt  t ype)

DESCRI PTI ON
     get host ent ,  get host byname,  and get host byaddr ( )  each r et ur n a
     poi nt er  t o an obj ect  wi t h t he f ol l owi ng st r uct ur e cont ai ni ng
     t he br oken- out  f i el ds of  a l i ne i n  t he  net wor k  host   dat a
     base,  / et c/ host s.   I n t he case of  get host byaddr ( ) ,  addr  i s a
     poi nt er  t o t he bi nar y f or mat  addr ess of  l engt h  l en  ( not   a
     char act er  st r i ng) .

     st r uct     host ent  {
        char  * h_name;        / *  of f i c i al  name of  host       * /
        char  * * h_al i ases;    / *  al i as l i s t                  * /
        i nt   h_addr t ype;     / *  addr ess t ype               * /
        i nt   h_l engt h;       / *  l engt h of  addr ess          * /
        char  * * h_addr _l i st ;  / *  addr  l i s t  f r om name ser ver  * /
     } ;

#define  h_addr   h_addr_list[0] /*  address, for  backward compatiblity * /

Most common implementation of the DNS is called BIND (Berkeley Internet Name Domain)
The name server is called named.
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DNS basics

A zone is a separately administered subtree of the DNS tree
.clemson.edu is an example

Zones may subdivide themselves giving up authority to sub- zones
.cs.clemson.edu
.ces.clemson.edu

The owner of the zone 

must provide a primary name server for the zone and
and  provide one or more secondary name servers
Primary name servers

obtain their data from a disk resident database
each host is manually added system admin to the database
primary name servers can be "ordered" to refresh themselves when the DB is updated

Example of a host entry in a DNS database

;  @( #) cs. c l emson. zone 1. 271 9/ 8/ 95
;   Aut hor i t at i ve dat a f or  cs. c l emson. edu ( ORI GI N assumed 
;        cs. c l emson. EDU)
    :
Many lines deleted
    :
j mw          I N      A       130. 127. 48. 24
             I N      MX      0 j mw. cs. c l emson. edu.
             I N      MX      10 cs. c l emson. edu.
             I N      HI NFO   SUN- 4/ 75 SunOS4. 1. 1
           I N      WKS     130. 127. 48. 24  TCP TELNET FTP SMTP

Secondary name servers
exist to eliminate single point failure problem
obtain their data from primaries through zone transfers
transfers typically occur every three hours

A name server may have authority in one or more zones
The name server describe here has authority in both the cs and csmath zones.
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Resolving names outside of the home zone owned by the primary nameserver
Primary name servers 

must know the IP address of each root nameserver
may know the IP address of other (typically local) nameservers

Each root nameserver must know
 the addresses of the primary name server for each 1st level domain (.edu, .gov, etc)

Each 1st level server must know 
the IP addresses for its second level primaries etc.

An example DNS configuration (CS Dept. in Fall ' 95) (see ~/westall/class/881net/dns)

The tree is rooted at a file called named. boot
;
;  boot  f i l e f or  aut hor i t i ve mast er  name ser ver  f or  cs. c l emson. edu
;
;
domai n     cs. c l emson. edu.    <=== This is the name of the domain
di r ect or y  / usr / l i b/ domai n   <=== This is the directory that contains the other stuff
;
; t ype      domai n                  sour ce host / f i l e   backup f i l e
; - - - -       - - - - - -                    - - - - - - - - - - - - - - - -    - - - - - - - - - -  
cache      .                         r oot . cache
pr i mar y    cs. c l emson. EDU           cs. c l emson. zone
pr i mar y    0. 127. I N- ADDR. ARPA       l ocal host . r ev
pr i mar y    48. 127. 130. I N- ADDR. ARPA  48. 127. 130. r ev
pr i mar y    56. 127. 130. I N- ADDR. ARPA  56. 127. 130. r ev
pr i mar y    csmat h. c l emson. EDU       csmat h. c l emson. zone
pr i mar y    66. 127. 130. I N- ADDR. ARPA  66. 127. 130. r ev
pr i mar y    70. 127. 130. I N- ADDR. ARPA  70. 127. 130. r ev
pr i mar y    82. 127. 130. I N- ADDR. ARPA  82. 127. 130. r ev

Notes:
The start of a comment is indicated by a ; 
The table contains the location of the root cache file
and
For every domain in which this server is the primary authority

the domain name (also called the origin)
the origin is appended to each name in the name db' s if the name does not end

in .
the name of the file that describes the domain. 

thus 48. 127. 130. r ev is actually a file name
we will get to its contents shortly
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This is the contents of the file r oot . cache 

NS. NI C. DDN. MI L.      99999999  I N  A  192. 67. 67. 53
NS. NASA. GOV.         99999999  I N  A  128. 102. 16. 10
NS. NASA. GOV.         99999999  I N  A  192. 5. 25. 82
A. I SI . EDU.           99999999  I N  A  26. 3. 0. 103
A. I SI . EDU.           99999999  I N  A  129. 9. 0. 107
AOS. BRL. MI L.         99999999  I N  A  128. 20. 1. 2
AOS. BRL. MI L.         99999999  I N  A  192. 5. 25. 82
GUNTER- ADAM. AF. MI L.  99999999  I N  A  26. 1. 0. 13
C. NYSER. NET.         99999999  I N  A  192. 33. 4. 12
TERP. UMD. EDU.        99999999  I N  A  128. 8. 10. 90

(The 99999999' s are a non- longer used timeout value - -  a vestige of an earlier design).
The root nameserver data also lives in net i nf o/ r oot - ser ver s. t xt  at ni c. ddn. mi l
(as of Fall ' 95)

A. ROOT- SERVERS. NET   198. 41. 0. 4
B. ROOT- SERVERS. NET   128. 9. 0. 107
C. ROOT- SERVERS. NET   192. 33. 4. 12
D. ROOT- SERVERS. NET   128. 8. 10. 90
E. ROOT- SERVERS. NET   192. 203. 230. 10
F. ROOT- SERVERS. NET   39. 13. 229. 241
G. ROOT- SERVERS. NET   192. 112. 36. 4
H. ROOT- SERVERS. NET   128. 63. 2. 53
I . ROOT- SERVERS. NET   192. 36. 148. 17

Note the relatively small intersection with the file configured by our sysadmin at the time.

(as of Spring ' 97)

A. ROOT- SERVERS. NET   198. 41. 0. 4         BI ND ( UNI X)
B. ROOT- SERVERS. NET   128. 9. 0. 107        BI ND ( UNI X)
C. ROOT- SERVERS. NET   192. 33. 4. 12        BI ND ( UNI X)
D. ROOT- SERVERS. NET   128. 8. 10. 90        BI ND ( UNI X)
E. ROOT- SERVERS. NET   192. 203. 230. 10     BI ND ( UNI X)
F. ROOT- SERVERS. NET   192. 5. 5. 241        BI ND ( UNI X)
G. ROOT- SERVERS. NET   192. 112. 36. 4       BI ND ( UNI X)
H. ROOT- SERVERS. NET   128. 63. 2. 53        BI ND ( UNI X)
I . ROOT- SERVERS. NET   192. 36. 148. 17      BI ND ( UNI X)
J. ROOT- SERVERS. NET   198. 41. 0. 10        BI ND ( UNI X)
K. ROOT- SERVERS. NET   198. 41. 0. 11        BI ND ( UNI X)
L. ROOT- SERVERS. NET   198. 32. 64. 12       BI ND ( UNI X)
M. ROOT- SERVERS. NET   198. 32. 65. 12       BI ND ( UNI X)
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Tables maintained by the " infrastructure"

Root name servers: root.zone

. I N SOA A. ROOT- SERVERS. NET. host mast er . I NTERNI C. NET.  (
1998021900 ; ser i al
1800  ; r ef r esh ever y 30 mi n
900    ; r et r y ever y 15 mi nut es
604800 ; expi r e af t er  a week
86400  ; mi ni mum of  a day
)

.                          518400 I N  NS    A. ROOT- SERVERS. NET.
A. ROOT- SERVERS. NET.        518400     A     198. 41. 0. 4
.                          518400     NS    H. ROOT- SERVERS. NET.
H. ROOT- SERVERS. NET.        518400     A     128. 63. 2. 53
.                          518400     NS    B. ROOT- SERVERS. NET.
B. ROOT- SERVERS. NET.        518400     A     128. 9. 0. 107
.                          518400     NS    C. ROOT- SERVERS. NET.
:
:
EDU.                       172800     NS    A. ROOT- SERVERS. NET.
                          172800     NS    H. ROOT- SERVERS. NET.
                          172800     NS    B. ROOT- SERVERS. NET.
                          172800     NS    C. ROOT- SERVERS. NET.
                          172800     NS    D. ROOT- SERVERS. NET.
                          172800     NS    E. ROOT- SERVERS. NET.
                          172800     NS    I . ROOT- SERVERS. NET.
                          172800     NS    F. ROOT- SERVERS. NET.
                          172800     NS    G. ROOT- SERVERS. NET.
EE.                        172800     NS    NS. KBFI . EE.
NS. KBFI . EE.                172800     A     192. 121. 251. 13
EE.                        172800     NS    SUNI C. SUNET. SE.
                          172800     NS    NS. EU. NET.
                          172800     NS    NS. UU. NET.
EG.                        172800     NS    FRCU. EUN. EG.
FRCU. EUN. EG.               172800     A     193. 227. 1. 1
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Here is the zone data for the EDU. domain

EDU. I N SOA A. ROOT- SERVERS. NET. host mast er . I NTERNI C. NET.  (
1998021900 ; ser i al
1800  ; r ef r esh ever y 30 mi n
900    ; r et r y ever y 15 mi nut es
604800 ; expi r e af t er  a week
86400  ; mi ni mum of  a day
)

:
CLEARWATER. EDU.            172800     NS    NS3. MCI . NET.
CLEARY. EDU.                172800     NS    NS1. I SMI . NET.
NS1. I SMI . NET.              172800     A     206. 31. 56. 1
CLEARY. EDU.                172800     NS    NS2. I SMI . NET.
NS2. I SMI . NET.              172800     A     207. 51. 208. 2
CLEMSON. EDU.               172800     NS    HUBCAP. CLEMSON. EDU.
HUBCAP. CLEMSON. EDU.        172800     A     130. 127. 28. 32
CLEMSON. EDU.               172800     NS    ENG. CLEMSON. EDU.
ENG. CLEMSON. EDU.           172800     A     130. 127. 200. 5
CLEMSON. EDU.               172800     NS    RS0. I NTERNI C. NET.
CLEVELAND. EDU.             172800     NS    NS. CLEVELAND. EDU.
NS. CLEVELAND. EDU.          172800     A     208. 142. 89. 2
CLEVELAND. EDU.             172800     NS    NS2. MCI . NET.
CLEVELANDCHI ROPRACTI C. EDU.  172800    NS    NS. LAGOON. COM.
NS. LAGOON. COM.             172800     A     208. 130. 188. 1
CLEVELANDCHI ROPRACTI C. EDU.  172800    NS    NS3. MCI . NET.
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Organization of DNS Databases

Two basic types of DB exist
1 - Used to map names to addresses
2 - Used to map addresses to names (the .rev files)

Records of both types are called Resource Records

We start with type 1 -  the file cs. c l emson. zone

The domain name begins the file and must start in column 1
All records until another name is encountered apply to this nameserver

@ a  substitute for the origin from the boot file 
I N stands for Internet
SOA stands for start of authority.
cs.clemson.edu. the nameserver name
root.cs.clemson.edu the e- mail address for reporting problems.

 
;    @( #) cs. c l emson. zone   1. 271 9/ 8/ 95
;  Aut hor i t at i ve dat a f or  cs. c l emson. edu 
;
@     I N SOA   cs. c l emson. edu.  r oot . cs. c l emson. edu.  (
               1. 271        ;  Ser i al
               43200        ;  Ref r esh  12 hour s
               1800         ;  Ret r y   1/ 2 hour
               604800       ;  Expi r e  168 hour s ( 7 days)
               86400)        ;  Mi ni mum  24 hour s ( TTL)

Names of other name servers.  

      I N NS    cs. c l emson. edu.
      I N NS    eng. cl emson. edu.
      I N NS    hubcap. cl emson. edu.

Internet addresses of this name server

      I N A     130. 127. 44. 18
      I N A     130. 127. 48. 1

MX = Mail exchange, WKS = Well known services

      I N MX 0  cs. c l emson. edu.
      I N HI NFO SPARC10 SunOS4. 1. 3
      I N WKS   130. 127. 44. 18 TCP TELNET FTP SMTP
      I N WKS   130. 127. 48. 1  TCP TELNET FTP SMTP

l ocal host    I N A  127. 0. 0. 1
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Alias names are specified as follows: 
CNAME means canonical name (the true name of the host).
Thus citron is actually an alias - -  cs is the true name

ci t r on      I N CNAME cs. c l emson. edu.
l oghost      I N CNAME cs. c l emson. edu.
t i mehost    I N CNAME cs. c l emson. edu.
mai l host     I N CNAME cs. c l emson. edu.

www        I N CNAME pl at o. cs. c l emson. edu.

;  Dr .  Peck asked t hat  t hi s CNAME be put  i n because of  a t ypo
;  i n a j our nal .   Keep i ndef i nat el y.
sc. c l emson. edu.  I N CNAME cs. c l emson. edu.

This mechanism is used to associate a specific name with each of 
multiple interfaces.

ci t r on- gw   I N A  130. 127. 44. 18
ci t r on- l ocal    I N A  130. 127. 48. 1

Regular workstation entries look as follows:
MX stands for Mail eXchange. 
The lower the value the better the choice as an (intermediate) destination

j mw      I N A  130. 127. 48. 24
      I N MX 0 j mw. cs. c l emson. edu.
      I N MX 10 cs. c l emson. edu.
      I N HI NFO SUN- 4/ 75 SunOS4. 1. 1
      I N WKS   130. 127. 48. 24  TCP TELNET FTP SMTP

Thus one might add
      I N MX 20 hubcap. cl emson. edu.
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DNS Message format

 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
|         I dent i f i cat i on         |          Fl ags                 |
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
|         Number  of  quest i ons    |     Number  of  answer  RR' s      |
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
|        Number  of  aut hor i t y RR' s|    Number  of  addi t i onal  RR' s   |
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
|                           Quest i ons                            |
|                                                                |
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
|                           Answer s                              |
|                                                                |
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
|                           Aut hor i t y                            |
|                                                                |
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
|                           Addi t i onal  i nf o                      |
|                                                                |
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

Identification -  set by client and returned by server to match requests with replies

Flags
#bits value meaning
1 0 Query

1 Response
4 0 Standard query

1 Inverse query
2 Server status

1 1 Authoritative answer
1 1 Truncated reply
1 1 Recursion desired
1 1 Recursion available
3 0' s Reserved
4 0 Successful status

3 Domain doesn' t exist
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Query formats:
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
|                    Name bei ng quer i ed                          |
|                                                                |
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
|                                |                                |
|        Quer y t ype             |        Quer y Cl ass             |
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
Name format:

0x2, ' c' ,' s' ,0x7,' c' ,' l' ,' e' ,'m' ,' s' ,' o' ,' n' ,0x3,' e' ,' d' ,' u' ,0

Query types
Value Name Description
1 A IP Address
2 NS Name server
5 CNAME canonical name
12 PTR pointer record
13 HINFO host information
15 MX mail exchange record
252 AXFER request zone transfer

Query class
typically 1 meaning "Internet address" (or IN Resource Records)

Answers, authority, and additional information are reported in resource records (RRs).
0                   1                   2                   3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
|                         Domai n Name ( Var i abl e)                  |
|                                                                |
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
|                                |                                |
|              Type             |              Cl ass             |
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
|                         Ti me t o l i ve                           |
|                                                                |
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
|                               |                                 |
|       Resour ce dat a l engt h    |      Resour ce                   |
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +-                                 +
|                                     Dat a                       |
|                                                                |
+- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

Time to live is the number of seconds a RR can be cached (2 days is normal)
Resource data length and type depend on "type" 
For IP address length = 4 and data = 4 byte address (not the dotted- decimal form).
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Pointer  quer ies: Mapping addresses to names

The domain i n- ar pa. ar pa is used as a root for this mapping.
Zones in this namespace are allocated using IP address in reverse

Recall named. boot  file

pr i mar y    cs. c l emson. EDU           cs. c l emson. zone
pr i mar y    0. 127. I N- ADDR. ARPA       l ocal host . r ev
pr i mar y    48. 127. 130. I N- ADDR. ARPA  48. 127. 130. r ev
pr i mar y    56. 127. 130. I N- ADDR. ARPA  56. 127. 130. r ev
pr i mar y    csmat h. c l emson. EDU       csmat h. c l emson. zone
pr i mar y    66. 127. 130. I N- ADDR. ARPA  66. 127. 130. r ev
pr i mar y    70. 127. 130. I N- ADDR. ARPA  70. 127. 130. r ev
pr i mar y    82. 127. 130. I N- ADDR. ARPA  82. 127. 130. r ev

Note the reversed addresses

48.127.130.rev is actually the name of a file that contains our inverse mappings:

@       I N      SOA     cs. c l emson. edu.  r oot . cs. c l emson. edu.
                                1. 170   ;  Ser i al
                                43200   ;  Ref r esh  12 hour s
                                300     ;  Ret r y     5 mi nut e
                                604800  ;  Expi r e  168 hour s
                                86400 )  ;  Mi ni mum  24 hour s
        I N      NS      cs. c l emson. edu.
        I N      NS      eng. cl emson. edu.
        I N      NS      hubcap. cl emson. edu.
;
;  Ser ver s
1       I N      PTR     c i t r on. cs. c l emson. edu.
2       I N      PTR     pl at o. cs. c l emson. edu.
4       I N      PTR     di ogenes. cs. c l emson. edu.
5       I N      PTR     at l ant i c. cs. c l emson. edu.
:
24      I N      PTR     j mw. cs. c l emson. edu
:
etc... one entry for every workstation or pc on the .48 subnet. 
(The numeric value is the last part of the IP address). 
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Configur ing the resolver

The resolver code is linked with each application and reads / et c/ r esol v. conf

In SunOS 4.x two types of statements are defined in the man pages
domain -  gives the domain name to be added to unqualified queries
nameserver -  gives the address of a nameserver that should be contacted

domai n cs. c l emson. edu
# ci t r on. cs. c l emson. edu
nameser ver       130. 127. 48. 1
# hubcap. cl emson. edu
nameser ver       130. 127. 8. 1

3 nameservers can be specified (they are useful only as backups)
DNS traffic uses port 53 on UDP and TCP

Alternative form supported in Linux.
 

sear ch at m. cs. c l emson. edu cs. c l emson. edu

Domain names are tried in order specified

Caching

Objectives:
Reduce DNS traffic on internet
Provide faster response to queries

Cache is normally implemented in the nameserver not the resolver

Resolver caching is bad for two reasons 
(both are a function of the resolver being linked with the application)

1 -  There are multiple instances of the resolver active at any time with no good way for them to
share data

2 -  Resolvers come and go with applications thus not permitting any long term caching.

TCP vs UDP

DNS normally uses UDP but..
A TCP/IP host is required to handle only a 576 byte datagram (512 byte payload)
So.. DNS only sends max of 512 bytes  in UPD records

TCP is used when
A response returns with TC bit set and the query is reissued 
Any time a zone transfer takes place.
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A simple example:

/ *  quer y. c * /

/ *  A s i mpl e exampl e of  how t o use r esol ver  ser vi ces t o * /
/ *  make a name ser ver  quer y.                            * /

#i ncl ude <st di o. h>
#i ncl ude <sys/ t ypes. h>
#i ncl ude <ar pa/ nameser . h>
#i ncl ude <net db. h>
#i ncl ude <sys/ socket . h>
#i ncl ude <net i net / i n. h>
#i ncl ude <r esol v. h>
#i ncl ude <sys/ par am. h>
#i ncl ude <st r i ng. h>
#i ncl ude <ct ype. h>

t ypedef  uni on {
   HEADER qb1;
   char  qb2[ PACKETSZ] ;
}  quer ybuf ;

i nt  get i nf o(
char  * name,
char  * domai n,
i nt    t ype)
{
   HEADER   * hp;
   char      * eom,  * cp;
   quer ybuf  buf ,  answer ;
   i nt       n;
   i nt       ancount ,  nscount ,  ar count ,  qdcount ;
   char      host [ 2* MAXDNAME+2] ;

   i f  ( domai n == NULL)
      ( voi d) spr i nt f ( host ,  " %. * s" ,  MAXDNAME,  name) ;
   el se

( voi d) spr i nt f ( host , " %. * s. %. * s" , MAXDNAME, name, MAXDNAME,
domai n) ;

   pr i nt f ( " Quer yi ng name:  %s\ n" ,  host ) ;

   n = r es_mkquer y( QUERY,  host ,  C_I N,  t ype,  ( char  * ) NULL,  0,  
NULL,  ( char  * ) &buf ,  s i zeof ( buf ) ) ;

   i f  ( n < 0)  
   {
      i f  ( _r es. opt i ons & RES_DEBUG)
         pr i nt f ( " r es_mkquer y f ai l ed\ n" ) ;
      h_er r no = NO_RECOVERY;
      r et ur n( 0) ;
   }

   n = r es_send( ( char  * ) &buf ,  n,  ( char  * ) &answer ,
s i zeof ( answer ) ) ;
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   i f  ( n < 0)  
   {
      i f  ( _r es. opt i ons & RES_DEBUG)
         pr i nt f ( " r es_send f ai l ed\ n" ) ;
      h_er r no = TRY_AGAI N;
      r et ur n ( 0) ;
   }

   eom = ( char  * ) &answer  + n;
   hp = ( HEADER * ) &answer ;

   ancount  = nt ohs( hp- >ancount ) ;
   qdcount  = nt ohs( hp- >qdcount ) ;
   nscount  = nt ohs( hp- >nscount ) ;
   ar count  = nt ohs( hp- >ar count ) ;

   pr i nt f ( " Ans %d -   QDs %d -  NSs %d -  ARs %d \ n" ,
           ancount ,  qdcount ,  nscount ,  ar count ) ;
   r et ur n( n) ;
}

voi d mai n(
i nt  ar gc,
char  * * ar gv)
{
   i nt  st at us;

   r es_i ni t ( ) ;

   _r es. opt i ons | = RES_USEVC;
   _r es. r et r y = 1;
   _r es. r et r ans = 15;
   _r es. opt i ons &= ~RES_RECURSE;
   _r es. opt i ons | = RES_DEBUG;

   st at us = get i nf o( ar gv[ 1] ,  " cs. c l emson. edu. " ,  T_A) ;
   pr i nt f ( " %d byt es r et ur ned \ n" ,  st at us) ;

}
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Program output:
Gener at ed by t he pr ogr am i t sel f
Aut omagi cal l y gener at ed by t he r esol ver  ( debug f l ag)

Quer yi ng name:  j mw. cs. c l emson. edu.

r es_mkquer y( 0,  j mw. cs. c l emson. edu. ,  1,  1)
r es_send( )
HEADER:

opcode = QUERY,  i d = 1,  r code = NOERROR
header  f l ags:  
qdcount  = 1,  ancount  = 0,  nscount  = 0,  ar count  = 0

QUESTI ONS:
j mw. cs. c l emson. edu,  t ype = A,  c l ass = I N

Quer yi ng ser ver  ( # 1)  addr ess = 130. 127. 48. 6
got  answer :
HEADER:

opcode = QUERY,  i d = 1,  r code = NOERROR
header  f l ags:   qr  aa r a
qdcount  = 1,  ancount  = 1,  nscount  = 0,  ar count  = 0

QUESTI ONS:
j mw. cs. c l emson. edu,  t ype = A,  c l ass = I N

ANSWERS:
j mw. cs. c l emson. edu
t ype = A,  c l ass = I N,  t t l  = 1 day,  dl en = 4
i nt er net  addr ess = 130. 127. 48. 24

Ans 1 -   QDs 1 -  NSs 0 -  ARs 0 
52 byt es r et ur ned 

Note that other tools such as nsl ookup and host similarly allow generation of resolver debug
messages.
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Example of the use of nslookup

/ l ocal / j mw ==> nsl ookup
Def aul t  Ser ver :   c i t r on. cs. c l emson. edu
Addr ess:   130. 127. 48. 1

> set  al l
Def aul t  Ser ver :   c i t r on. cs. c l emson. edu
Addr ess:   130. 127. 48. 1

Set  opt i ons:
  nodebug         def name         sear ch          r ecur se
  nod2            novc            noi gnor et c      por t =53
  quer yt ype=A     c l ass=I N        t i meout =5       r et r y=4
  r oot =ns. ni c. ddn. mi l .
  domai n=cs. cl emson. edu
  sr chl i st =cs. c l emson. edu/ cl emson. edu

==================

> set  quer yt ype=HI NFO
> j mw
Ser ver :   c i t r on. cs. c l emson. edu
Addr ess:   130. 127. 48. 1

j mw. cs. c l emson. edu      CPU = SUN- 4/ 75  OS = SunOS4. 1. 1

==========================
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> set  q=NS
> cs. unc. edu
Ser ver :   c i t r on. cs. c l emson. edu
Addr ess:   130. 127. 48. 1

Non- aut hor i t at i ve answer :
cs. unc. edu      nameser ver  = mcenr oe. cs. unc. edu
cs. unc. edu      nameser ver  = bor g. cs. unc. edu
cs. unc. edu      nameser ver  = ncnoc. ncr en. net
cs. unc. edu      nameser ver  = ns2. unc. edu
cs. unc. edu      nameser ver  = ns. unc. edu

Aut hor i t at i ve answer s can be f ound f r om:
cs. UNC. EDU      nameser ver  = mcenr oe. cs. unc. edu
cs. UNC. EDU      nameser ver  = bor g. cs. unc. edu
cs. UNC. EDU      nameser ver  = ncnoc. ncr en. net
cs. UNC. EDU      nameser ver  = ns2. unc. edu
cs. UNC. EDU      nameser ver  = ns. unc. edu
mcenr oe. cs. unc. edu      i nt er net  addr ess = 152. 2. 128. 184
bor g. cs. unc. edu i nt er net  addr ess = 152. 2. 128. 183
ncnoc. ncr en. net  i nt er net  addr ess = 192. 101. 21. 1
ncnoc. ncr en. net  i nt er net  addr ess = 128. 109. 193. 1
ns2. unc. edu     i nt er net  addr ess = 152. 2. 100. 1
ns2. unc. edu     i nt er net  addr ess = 152. 2. 120. 99
ns. unc. edu      i nt er net  addr ess = 152. 2. 21. 1
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> ser ver  bor g. cs. unc. edu
Def aul t  Ser ver :   bor g. cs. unc. edu
Addr ess:   152. 2. 128. 183

> l s cs. unc. edu > unc. l og
[ bor g. cs. unc. edu]
####################################################################
####################
Recei ved 4415 r ecor ds.

>
( Her e i s some of  t he out put )
> l s cs. unc. edu
[ bor g. cs. unc. edu]
 cs. unc. edu.                     ser ver  = mcenr oe. cs. unc. edu
 mcenr oe                        152. 2. 128. 184
 cs. unc. edu.                     ser ver  = bor g. cs. unc. edu
 bor g                           152. 2. 128. 183
 cs. unc. edu.                     ser ver  = ncnoc. ncr en. net
 ncnoc. ncr en. net .                192. 101. 21. 1
 ncnoc. ncr en. net .                128. 109. 193. 1
 cs. unc. edu.                     ser ver  = ns2. unc. edu
 ns2. unc. edu.                    152. 2. 100. 1
 ns2. unc. edu.                    152. 2. 120. 99
 cs. unc. edu.                     ser ver  = ns. unc. edu
 ns. unc. edu.                     152. 2. 21. 1
 cs. unc. edu.                     152. 2. 128. 159
 l uebke- sl i p                    152. 2. 132. 239
 mac- l t 6                        152. 2. 132. 7

> set  q=HI NFO
> mac- l t 6
Ser ver :   bor g. cs. unc. edu
Addr ess:   152. 2. 128. 183

* * *  bor g. cs. unc. edu can' t  f i nd mac- l t 6:  Non- exi st ent  domai n
> mac- l t 6. cs. unc. edu
Ser ver :   bor g. cs. unc. edu
Addr ess:   152. 2. 128. 183

* * * No host i nf or mat i on ( HI NFO) r ecor ds avai l abl e f or mac-
l t 6. cs. unc. edu
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=================================
> pol ar i s. cs. unc. edu
Ser ver :   bor g. cs. unc. edu
Addr ess:   152. 2. 128. 183

* * * No host i nf or mat i on ( HI NFO) r ecor ds avai l abl e f or
pol ar i s. cs. unc. edu
> set  q=A
> pol ar i s. cs. unc. edu
Ser ver :   bor g. cs. unc. edu
Addr ess:   152. 2. 128. 183

Name:     pol ar i s. cs. unc. edu
Addr ess:   152. 2. 133. 160

=============================

> set  nosear ch
> set  nor ec
> domi no. cs. or st . edu
Ser ver :   cs. c l emson. edu
Addr esses:   130. 127. 44. 18,  130. 127. 48. 1
Al i ases:   c i t r on. cs. c l emson. edu

Name:     domi no. cs. or st . edu
Ser ved by:
-  beasl ey. UCS. ORST. EDU
          128. 193. 128. 3
          CS. ORST. EDU
-  cher t . cs. or st . edu
          128. 193. 38. 7
          CS. ORST. EDU
-  gi bson. cs. or st . edu
          128. 193. 36. 30
          CS. ORST. EDU
-  NS. cs. or st . edu
          128. 193. 36. 31
          CS. ORST. EDU
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=====================================

> set  d2
> set  nor ecur se
> set  nosear ch
> war p. cs. ucl a. edu.

Def aul t  Ser ver :   c i t r on. cs. c l emson. edu
Addr ess:   130. 127. 48. 1

> > > > Ser ver :   c i t r on. cs. c l emson. edu
Addr ess:   130. 127. 48. 1

r es_mkquer y( 0,  war p. cs. ucl a. edu,  1,  1)
- - - - - - - - - - - -
SendRequest ( ) ,  l en 34
    HEADER:
        opcode = QUERY,  i d = 2,  r code = NOERROR
        header  f l ags:   quer y

quest i ons = 1, answer s = 0, aut hor i t y r ecor ds = 0,
addi t i onal  = 0

    QUESTI ONS:
        war p. cs. ucl a. edu,  t ype = A,  c l ass = I N

- - - - - - - - - - - -
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Got  answer  ( 247 byt es) :
    HEADER:
        opcode = QUERY,  i d = 2,  r code = NOERROR
        header  f l ags:   r esponse,  r ecur si on avai l .

quest i ons = 1, answer s = 0, aut hor i t y r ecor ds = 5,
addi t i onal  = 6

    QUESTI ONS:
        war p. cs. ucl a. edu,  t ype = A,  c l ass = I N
    AUTHORI TY RECORDS:
    - >  UCLA. EDU
        t ype = NS,  c l ass = I N,  dl en = 10
        nameser ver  = Maui . CS. UCLA. EDU
        t t l  = 50022 ( 13 hour s 53 mi ns 42 secs)
    - >  UCLA. EDU
        t ype = NS,  c l ass = I N,  dl en = 16
        nameser ver  = SPARKY. ARL. MI L
        t t l  = 50022 ( 13 hour s 53 mi ns 42 secs)
    - >  UCLA. EDU
        t ype = NS,  c l ass = I N,  dl en = 6
        nameser ver  = NCC. UCLA. EDU
        t t l  = 50022 ( 13 hour s 53 mi ns 42 secs)
    - >  UCLA. EDU
        t ype = NS,  c l ass = I N,  dl en = 9
        nameser ver  = KODI AK. UCLA. EDU
        t t l  = 50022 ( 13 hour s 53 mi ns 42 secs)
    - >  UCLA. EDU
        t ype = NS,  c l ass = I N,  dl en = 8
        nameser ver  = POLAR. UCLA. EDU
        t t l  = 50022 ( 13 hour s 53 mi ns 42 secs)
    ADDI TI ONAL RECORDS:
    - >  Maui . CS. UCLA. EDU
        t ype = A,  c l ass = I N,  dl en = 4
        i nt er net  addr ess = 131. 179. 128. 11
        t t l  = 82131 ( 22 hour s 48 mi ns 51 secs)
    - >  SPARKY. ARL. MI L
        t ype = A,  c l ass = I N,  dl en = 4
        i nt er net  addr ess = 128. 63. 48. 85
        t t l  = 56249 ( 15 hour s 37 mi ns 29 secs)
    - >  SPARKY. ARL. MI L
        t ype = A,  c l ass = I N,  dl en = 4
        i nt er net  addr ess = 192. 5. 23. 200
        t t l  = 483795 ( 5 days 14 hour s 23 mi ns 15 secs)
    - >  NCC. UCLA. EDU
        t ype = A,  c l ass = I N,  dl en = 4
        i nt er net  addr ess = 128. 97. 128. 1
        t t l  = 82131 ( 22 hour s 48 mi ns 51 secs)
    - >  KODI AK. UCLA. EDU
        t ype = A,  c l ass = I N,  dl en = 4
        i nt er net  addr ess = 164. 67. 128. 11
        t t l  = 82131 ( 22 hour s 48 mi ns 51 secs)
    - >  POLAR. UCLA. EDU
        t ype = A,  c l ass = I N,  dl en = 4
        i nt er net  addr ess = 164. 67. 128. 12
        t t l  = 82131 ( 22 hour s 48 mi ns 51 secs)
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