
Chapter  11 -  UDP (User Datagram Protocol)

A transport layer (i.e. end- to- end or application- to- application) protocol

Service characteristics

Unreliable 
May lose packets
Generally will not duplicate or deliver damaged packets

Connectionless
Each application request to send must contain full destination address

Not flow controlled in the general case
Maximum rate transmission can lead to huge packet loss rates

If the destination is on the same LAN as the source transmission may (or may not) be
flow controlled by the system software 

UDP' s assigned protocol number is 17. 
UDP is described in RFC 768
          
"Internal" users of UDP

RIP -  The routing information protocol 
NFS -  The network file system
DNS -  The domain name services

Packet contents

IP header
UDP header
UDP data

UDP header format       
                0       7 8     15 16    23 24    31  
                 +- - - - - - - - +- - - - - - - - +- - - - - - - - +- - - - - - - - + 
                 |      Sour ce      |    Dest i nat i on   |  
                 |       Por t        |       Por t        |  
                 +- - - - - - - - +- - - - - - - - +- - - - - - - - +- - - - - - - - + 
                 |                  |                  |  
                 |      Lengt h      |     Checksum     |  
                 +- - - - - - - - +- - - - - - - - +- - - - - - - - +- - - - - - - - + 
                 |                                      
                 |           dat a oct et s . . .             
                 +- - - - - - - - - - - - - - - -  . . .                  

                      User  Dat agr am Pr ot ocol  Header  
 



Port numbers are used in routing to a specific application

Demultiplexing of incoming data 

First by protocol number
Second by port number
Pseudo- connections and interface level bindings complicate the issue and solutions may be
implementation dependent.
So TCP and UDP can use identical port numbers for different applications
Inclusion of the source port in the header makes it possible for the receiver to be able to reply to

the sender 

Length is the length of the UDP header + data in the packet.

Checksum 
covers the UDP IP pseudo- header, UDP header, and the UDP data.
is computed in usual IP way.

Here is an IP pseudo header
 

   0       7 8     15 16    23 24    31 
                 +- - - - - - - - +- - - - - - - - +- - - - - - - - +- - - - - - - - +
                 |        I P sour ce addr ess           |
                 +- - - - - - - - +- - - - - - - - +- - - - - - - - +- - - - - - - - +
                 |      I P dest i nat i on addr ess        |
                 +- - - - - - - - +- - - - - - - - +- - - - - - - - +- - - - - - - - +
                 |   zer o  | pr ot ocol |    UDP l engt h    |
                 +- - - - - - - - +- - - - - - - - +- - - - - - - - +- - - - - - - - +

Special checksum values

0x0000 -  Checksum was not computed by sender (UDP checksum is optional)
0xf f f f -  Checksum was computed but are all 0' s.

Sending UDP datagrams

The NETAPI function sendt o is used

i nt  sendt o(
i nt  s,  / *  UDP socket         * /
char  * msg, / *  - > dat a t o send     * /
i nt  l en,  / *  # byt es t o send     * /
i nt f l ags, / *  0 wor ks wel l !        * /
st r uct  sockaddr _i n * t o, / *  Dest  addr ess        * /
i nt  t ol en)  / *  Si zeof  addr  st r uct   * /
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Datagram send example

/ *  dgsend. c * /

/ *  Send a UDP dat agr am t o a speci f i ed host / por t  * /

#i ncl ude <sys/ t ypes. h>
#i ncl ude <sys/ socket . h>
#i ncl ude <net i net / i n. h>
#i ncl ude <net db. h>
#i ncl ude <st di o. h>
char  buf [ 1024* 64]  = " Thi s i s some dat a" ;
st r uct  host ent  * hp;
st r uct  host ent  * get host byname( ) ;
st r uct  sockaddr _i n name;

mai n( ar gc,  ar gv)
i nt  ar gc;
char  * ar gv[ ] ;
{          
   i nt  i ;
   unsi gned char  c;
   i nt  sock;
   i nt  st at us;
   i nt  msgl en;

   sock = socket ( PF_I NET,  SOCK_DGRAM,  0) ;
   i f  ( sock < 0)
   {      
      pr i nt f ( " Socket  cr eat e f ai l ed \ n" ) ;
      exi t ( 1) ;
   }    

Ask DNS resolver  to resolve the destination host name

   hp = get host byname( ar gv[ 1] ) ;
   i f  ( hp == 0)
   {      
      pr i nt f ( " Host  %s not  f ound\ n" ,  ar gv[ 1] ) ;
      exi t ( 1) ;
   }     

   pr i nt f ( " Lengt h = %d |  Addr  = " ,  hp- >h_l engt h) ;

   f or  ( i  = 0;  i  < hp- >h_l engt h;  i ++)
   {
      c = * ( ( char  * ) &name. si n_addr  + i ) ;
      pr i nt f ( "  %2x" ,  c) ;
   }    
   pr i nt f ( " \ n" ) ;

3



Fill in the  sockaddr_in  structure and send the packet

   bcopy( ( char  * ) hp- >h_addr ,  
   ( char  * ) &name. si n_addr ,  hp- >h_l engt h) ;

   name. si n_f ami l y = AF_I NET;
   name. si n_por t  = ht ons( at oi ( ar gv[ 2] ) ) ;
   msgl en = at oi ( ar gv[ 3] ) ;

   st at us = sendt o( sock,  buf ,  msgl en,  0,
               ( st r uct  sockaddr  * ) &name,  s i zeof ( name) ) ;

   pr i nt f ( " st at us = %d \ n" ,  st at us) ;
}

Sample output

net wor ks/ uni xcom ==> dgsend j mw2 21234 9002
Lengt h = 4 |  Addr  =  82 7f  30 71
st at us = - 1 

net wor ks/ uni xcom ==> dgsend j mw2 21234 9000
Lengt h = 4 |  Addr  =  82 7f  30 71
st at us = 9000 

net wor ks/ uni xcom ==> dgsend j mw2 21234 9001
Lengt h = 4 |  Addr  =  82 7f  30 71
st at us = - 1 

net wor ks/ uni xcom ==> dgsend j mw 20001 400
Lengt h = 4 |  Addr  =  82 7f  30 18
st at us = 400 

I tems to note:

sendto returns the number of bytes sent 
for this SunOS 4.3.1 system the maximum length is 9000 bytes
for Linux 2.0 and SunOS 5.? the maximum length is 65507
      20   IP header len
        8 UDP header len
65507
- - - - - - -
65535 or 0xffff Max IP datagram length.

your mileage may vary. 
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Receiving UDP datagrams

The NETAPI function r ecvf r om is used

     i nt  r ecvf r om(
     i nt  s,  / *  Socket  handl e      * /
     char  * buf ,  / *  I nput  buf f er        * /
     i nt  l en,  / *  Buf f er  l engt h      * /
     i nt  f l ags, / *  0 wor ks            * /
     st r uct  sockaddr  * f r om, / *  Who sent  i t .        * /
     i nt  * f r oml en) / *  Sender  addr  l en    * /

Sample datagram receive application (This page is basically the same as for send.)

/ *  dgr ecv. c * /

/ *  Demonst at es t he use of  r ecvf r om f or  dat agr am t r ansf er  * /

#i ncl ude <sys/ t ypes. h>
#i ncl ude <sys/ socket . h>
#i ncl ude <net i net / i n. h>
#i ncl ude <net db. h>
#i ncl ude <st di o. h>

char  buf [ 100] ;
st r uct  host ent  * hp;
st r uct  host ent  * get host byname( ) ;
st r uct  sockaddr _i n name;
st r uct  sockaddr _i n sname;
i nt  namel en;

mai n( ar gc,  ar gv)
i nt  ar gc;
char  * ar gv[ ] ;
{
   i nt  i ;
   unsi gned char  c;
   i nt  sock;
   i nt  net addr ;
   i nt  st at us;

/ *  Cr eat e dat agr am socket  * /

   sock = socket ( PF_I NET,  SOCK_DGRAM,  0) ;
   i f  ( sock < 0)
   {
      pr i nt f ( " Socket  cr eat e f ai l ed \ n" ) ;
      exi t ( 1) ;
   }
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/ *  Get  host  net wor k addr ess f r om command l i ne par m * /

   hp = get host byname( ar gv[ 1] ) ;
   i f  ( hp == 0)
   {
      pr i nt f ( " Host  %s not  f ound\ n" ,  ar gv[ 1] ) ;
      exi t ( 1) ;
   }
   bcopy( ( char  * ) hp- >h_addr ,

 ( char  * ) &name. si n_addr ,  hp- >h_l engt h) ;

/ *  Fi l l  i n pr ot ocol  f ami l y and por t  # f r om command l i ne t hen * /
/ *  bi nd t he socket  t o t he speci f i ed addr ess.                  * /

   name. si n_f ami l y = AF_I NET;
   name. si n_por t  = ht ons( at oi ( ar gv[ 2] ) ) ;
   st at us = bi nd( sock,  ( st r uct  sockaddr  * ) &name,  s i zeof ( name) ) ;
   pr i nt f ( " Bi nd st at us = %d \ n" ,  st at us) ;
   i f  ( st at us < 0)
     exi t ( 1) ;

/ *  Wai t  f or  someone t o send me a dat agr am * /

   namel en = s i zeof ( st r uct  sockaddr _i n) ;
   st at us = r ecvf r om( sock,  buf ,  s i zeof ( buf ) ,  0,
               ( st r uct  sockaddr  * ) &sname,  &namel en) ;

   pr i nt f ( " st at us = %d \ n" ,  st at us) ;
   pr i nt f ( " Msg = %s \ n" ,  buf ) ;

   pr i nt f ( " Sender  net  addr ess = " ) ;
   f or  ( i  = 0;  i  < hp- >h_l engt h;  i ++)
   {
      c = * ( ( char  * ) &sname. si n_addr  + i ) ;
      pr i nt f ( "  %2x" ,  c) ;
   }
   pr i nt f ( " \ n" ) ;
   pr i nt f ( " Sender  por t  addr ess = %x \ n" ,  sname. si n_por t ) ;
}

Output from the program

net wor ks/ uni xcom ==> dgr ecv j mw 20001
Bi nd st at us = 0 
st at us = 100 
Msg = Thi s i s some dat a 
Sender  net  addr ess =  82 7f  30 18
Sender  por t  addr ess = 8a2 

Note that receiver must bind to some port if the sender is to know dest port addr.
Sender does not need to explicitly bind - -  

a port 8a2 in the above example was implicitly allocated by the socket API. 
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Associating a local socket with a specific local IP address and por t number

The bi nd function call specifies the local address components
IP address
Port address
Address family (always set to AF_INET == 2 for TCP/IP)

Syntax
st at us = bi nd( sock, ( st r uct  sockaddr _i n * ) &name,  s i zeof ( name) ) ;

Local IP address categories
Per ethernet interface

IP specific
IP broadcast

Loopback
Per point to point interface

IP specific address
All zeros (on SunOS 5.x at least ==> * )

Implications of the use of bound sockets in UDP

If a datagram arrives for abound socket and is not directed to exactly the right address, it will be
dropped!

If SO_REUSEADDR is set with setsockopt() then multiple processes can manage the different
internet addresses using the same port number.. why??

The netstat command can be used to display the state of  UDP, TCP and Unix domain sockets

net wor ks/ uni xcom ==> dgr ecv j mw 2222

net st at  - a - n - f  i net  

Act i ve I nt er net  connect i ons ( i ncl udi ng ser ver s)
Pr ot o Recv- Q Send- Q  Local  Addr ess      For ei gn Addr ess 
udp        0      0  * . 1360                 * . *                    
udp        0      0  * . 1351                 * . *                    
udp        0      0  130. 127. 48. 24. 2222     * . *

but if you were to modify dgrecv.c so that the IP address copy were removed as follows

/ *  bcopy( ( char  * ) hp- >h_addr ,  ( char  * ) &name. si n_addr ,  hp- >h_l engt h) ;  * /  

and you were to restart dgrecv and run netstat then you would see

udp        0      0  * . 2222     * . *
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Exercise: On your favorite SunOS 5.X machine determine which of the following configurations allow
a successful reception. Assume both processes run on the same machine and dgsend sends to
the specified dest address and dgr ecv binds to the specified source address.  

Dest IP address: 0 127.0.0.1 interface- addr

Source IP addr: 0 ? ? ?
127.0.0.1 ? ? ?
interface- addr ? ? ?

Associating a local socket with a specific remote IP address and por t number

In this case the "name" structure specifies a sender address (which might be local or remote) that the
receiver is willing to receive from:

  st at us = connect ( sock,  ( st r uct  sockaddr _i n * ) &name,  s i zeof ( name) ) ;

If a datagram arrives for a connected socket and is not from exactly the right address, it will be dropped.

Exercise: On your favorite SunOS 5.X machine complete the 3- dimensional version of the above
matrix by adding the connect state of the receiver as the third dimension. If you have this info
in your head you are probably within the top of 0.0000001% of humanity in TCP/IP
administrivia. 

Exercise: Can you wildcard IP address but fix the port - -  or wildcard the port but fix the IP?
Exercise: What happens if the port address is not set by the sender or the receiver?
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Identifying the destination struct sock.

The low order bits of the destination port are used as an index to identify the correct hash chain. For
each struct sock on the chain in which the local port matches the destination port a the value 
"score" denotes the number  of fields matched.  If all the  above mentioned fields are matched, that
struct sock is immediately accepted.  Otherwise,  the struct sock  that matches largest number of fields
is returned.  A mismatch with a specified field is an immediate disqualifier.

  211 st r uct  sock * udp_v4_l ookup_l ongway( u32 saddr ,  u16 
spor t ,  u32 daddr ,  u16 dpor t ,  i nt  di f )

  212 {
  213 st r uct  sock * sk,  * r esul t  = NULL;
  214     unsi gned shor t  hnum = nt ohs( dpor t ) ;
  215     i nt  badness = - 1;
  217     f or ( sk = udp_hash[ hnum & ( UDP_HTABLE_SI ZE -  1) ] ;  

sk ! = NULL;  sk = sk- >next )  {
  218     i f ( sk- >num == hnum)  {
  219          i nt  scor e = 0;
  220               i f ( sk- >r cv_saddr )  {
  221               i f ( sk- >r cv_saddr  ! = daddr )
  222                    cont i nue;
  223                    scor e++;
  224               }
  225               i f ( sk- >daddr )  {
  226               i f ( sk- >daddr  ! = saddr )
  227                    cont i nue;
  228                    scor e++;
  229               }
  230               i f ( sk- >dpor t )  {
  231               i f ( sk- >dpor t  ! = spor t )
  232                    cont i nue;
  233                    scor e++;
  234               }
  235               i f ( sk- >bound_dev_i f )  {
  236               i f ( sk- >bound_dev_i f  ! = di f )
  237                    cont i nue;
  238                    scor e++;
  239               }
  240               i f ( scor e == 4)  {
  241               r esul t  = sk;
  242                    br eak;
  243               }  el se i f ( scor e > badness)  {
  244               r esul t  = sk;
  245                    badness = scor e;
  246               }
  247     }
  248 }
  249     r et ur n r esul t ;
  250 }
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IP Fragmentation

Fragmentation

May be done anywhere along the path
Some IP implementations (p.156 in the text) may guess a smaller size and periodically try to

"go back" to using large sizes.
IPV6 doesn' t do fragmentation at all.
Reassembly is always done at the destination host

IP Header

  0                   1                   2                   3
  0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
 +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
 | Ver si on|   I HL  | Type of  Ser vi ce|           Tot al  Lengt h         |
 +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
 |          I dent i f i cat i on        | Fl ags|       Fr agment  Of f set     |
 +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
 |   Ti me t o Li ve |     Pr ot ocol    |          Header  Checksum       |
 +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
 |                        Sour ce Addr ess                          |
 +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
 |                     Dest i nat i on Addr ess                        |
 +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
 |                     Opt i ons                    |     Paddi ng    |
 +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
                  I nt er net  Dat agr am Header

Datagram length in bytes Maximum of 64K
Datagram id Incremented by 1 each time originating host transmits
Fragmentation flags (Reserved, DF, MF)
Fragment offset In 8 byte units
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Determining the MTU (Max transmission Unit)

Also known as the path MTU discovery mechanism

See RFC 1191 
Send large packet with DF set
Continually reduce using MTU returned by ICMP DUFR responses

  0                   1                   2                   3
  0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
 +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
 |      Type ( 3)   |     Code ( 4)    |           Checksum             |
 +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
 |        Unused ( 0)               |       MTU of  next  hop          |
 +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +
 |        I P header  + 1st  8 Byt es of  or i gi nal  dat agr am            |
 +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +- +

I CMP -  Dest  Unr eachabl e f r agment at i on r equi r ed

Example of section 11.6

          MTUS     1500 ?         1500
Sol ar i s - - - - - - - - - > net b- - - - - - - - >sun- - - - - - - - - - >bsdi
        <- - - - - - - - -      <- - - - - - - -    <- - - - - - - - - -

      1500                             ?                            1500
             ENet                           Slip                     Enet

A 600 byte ping with DF is sent from Solaris to bsdi (above diagram reversed from book)

tcpdump (run on bsdi) shows
ping reaches bsdi
bsdi copies DF into the ICMP echo response
ping response is sent to solaris
ping reaches sun
icmp DUFR is received by bsdi (with MTU = 0!)

Morals of the story:
1 -  MTU may not be same on both ends of the same link
2 -  Value returned by ICMP may not indicate true MTU
3 -  If you are trying to diagnose this problem from sol ar i s may the force be with you
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Source host approaches to  fragmentation mgmt (fig 11.8) in the book.

Source host  tries to send with DF set.
Source host tries to do the fragmentation itself if transmission fails.
Source host periodically sets DF and  tries to up the MTU to see if the MTU has

increased.

If the intermediate routers support path MTU discovery mechanism
Use the MTU returned by the router.  

In any case
Don' t try too often (10 minutes is a recommended retry minimum).

Bottom line:

Its nice to try to offload the routers but

Short packets are inefficient to send
If the small MTU lives near the end of the route its much better to let fragmentation

occur there!
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Interaction of UDP with ARP

Source host fragments  => multiple ARP' s sent (6 in 4.3 ms - - > RFC suggests 1 / sec max)

Source host discards all but the last fragment of the datagram!

ARP/IP interaction rule:
Keep only the last packet to be sent to a specific dest while waiting for ARP reply.
 

Some hosts (BSD) may not return reassembly timeouts.

In this case it only got the last fragment and ICMP error msg is not required unless the first
fragment is received.

But why send'em- - original sender has no way to get it anyhow since it can' t receive ICMP
messages!

So some implementations don' t send them at all.

Exercise: How does your favorite OS deal with this?

Datagram lengths

Maximum sent by most hosts is "somewhat" greater than 8192 (the size of NFS datagrams)
Absolute max is 65507 (as is the case with Linux and Solaris)

Options for receive if amount read is < amount actually sent

1 -  Discard rest of datagram (BSD)
2 -  Supply rest on next read. (SVRx == Solaris)

No standard exists.
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UDP server  architecture

/ *  udpcs. h * /

t ypedef  st r uct
{
   unsi gned i nt  magi c;          / *  Magi c # = 0x1a2b3c4d * /
   unsi gned i nt  pt ype;          / *  Packet  t ype          * /
   unsi gned i nt  seq;            / *  Packet  seq #         * /
}   apphdr _t ;

#def i ne PKT_CONN_REQ  101
#def i ne PKT_CONN_ACK  102
#def i ne PKT_CLOSE_REQ 103
#def i ne PKT_CLOSE_ACK 104
#def i ne PKT_DATA      128      / *  Thi s i s a pur e dat a f r ame    * /
#def i ne PKT_DATA_POLL 129      / *  Dat a f r ame + pol l  f or  st at us * /
#def i ne PKT_STAT_RESP 130      / *  St at us r epl y t o pol l          * /

#def i ne UDPCS_MAGI C   0x1a2b3c4d

/ *  Thi s st r uct ur e maps a st at  r esponse * /

t ypedef  st r uct
{
   apphdr _t      apphdr ;
   unsi gned i nt  t hi sseq;        / *  Seq # of  pol l  f r ame             * /
   unsi gned i nt  dr ops;          / *  Tot al  number  of  dr opped packet s * /
                               / *  s i nce t he st ar t  of  t he conn.     * /
}  st at r esp_t ;
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/ *  udpser v. c * /

/ *  A udp ser ver  whi ch ser ves by consumi ng dat a f r om a r emot e * /
/ *  c l i ent  and i nf or mi ng t he cl i ent  r egar di ng t he r at e of      * /
/ *  packet  l oss.                                               * /

#i ncl ude <sys/ t ypes. h>
#i ncl ude <sys/ socket . h>
#i ncl ude <net i net / i n. h>
#i ncl ude <net db. h>
#i ncl ude <st di o. h>
#i ncl ude <sys/ t i me. h>
#i ncl ude <sys/ t i mes. h>
#i ncl ude <pt hr ead. h>
#i ncl ude <si gnal . h>

#i ncl ude " udpcs. h"

char  buf [ 1024] ;
st r uct  host ent  * hp;
st r uct  host ent  * get host byname( ) ;
st r uct  sockaddr _i n name;
st r uct  sockaddr _i n f r om;
st r uct  sockaddr _i n sname;
i nt  namel en;

st r uct  t i meval  t i me1;
st r uct  t i meval  t i me2;
st at i c st r uct  t i mezone dummy = { 0, 0} ;

apphdr _t    conn_r esp;
apphdr _t    c l ose_r esp;
st at r esp_t  st at _r esp;

mai n( ar gc,  ar gv)
i nt  ar gc;
char  * ar gv[ ] ;
{
   i nt  i ;
   unsi gned char  c;
   i nt  sock;
   i nt  net addr ;
   i nt  st at us;
   apphdr _t  * apphdr ;
   i nt  conni d = 0;

/ *  Cr eat e dat agr am socket  * /

   sock = socket ( PF_I NET,  SOCK_DGRAM,  0) ;
   i f  ( sock < 0)
   {
      pr i nt f ( " Socket  cr eat e f ai l ed \ n" ) ;
      exi t ( 1) ;
   }
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/ *  Fi l l  i n pr ot ocol  f ami l y and por t  # f r om command l i ne t hen * /
/ *  bi nd t he socket  t o t he speci f i ed addr ess.                  * /

   name. si n_f ami l y = AF_I NET;
   name. si n_por t  = ht ons( at oi ( ar gv[ 1] ) ) ;
   st at us = bi nd( sock,  ( st r uct  sockaddr  * ) &name,  s i zeof ( name) ) ;
   pr i nt f ( " Bi nd st at us = %d \ n" ,  st at us) ;
   i f  ( st at us < 0)
     exi t ( 1) ;

/ *  Set up i nput  header  poi nt er  and connect i on r esponse buf f er  * /
/ *  Header  st r uct ur e i s def i ned i n udpcs. h                    * /

   apphdr  = ( apphdr _t  * ) buf ;
   conn_r esp. magi c = ht onl ( UDPCS_MAGI C) ;
   conn_r esp. seq   = 0;                 / *  Not  used * /
   conn_r esp. pt ype = ht onl ( PKT_CONN_ACK) ;

   c l ose_r esp. magi c = ht onl ( UDPCS_MAGI C) ;
   c l ose_r esp. seq   = 0;                 / *  Not  used * /
   c l ose_r esp. pt ype = ht onl ( PKT_CLOSE_ACK) ;

   st at _r esp. apphdr . magi c = ht onl ( UDPCS_MAGI C) ;
   st at _r esp. apphdr . seq   = 0;          / *  Not  used * /
   st at _r esp. apphdr . pt ype = ht onl ( PKT_STAT_RESP) ;

/ *  Wai t  f or  someone t o send me a connect i on r equest  * /

   whi l e ( 1)
   {
      namel en = s i zeof ( st r uct  sockaddr _i n) ;
      st at us = r ecvf r om( sock,  buf ,  s i zeof ( buf ) ,  0,
                     ( st r uct  sockaddr  * ) &sname,  &namel en) ;

      pr i nt f ( " st at us = %d \ n" ,  st at us) ;

      pr i nt f ( " Sender  net  addr ess = " ) ;
      f or  ( i  = 0;  i  < 4;  i ++)
      {
         c = * ( ( char  * ) &sname. si n_addr  + i ) ;
         pr i nt f ( "  %2x" ,  c) ;
      }
      pr i nt f ( " \ n" ) ;
      pr i nt f ( " Sender  por t  addr ess = %x \ n" ,  nt ohs( sname. si n_por t ) ) ;
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   / *  Ensur e t hat  l engt h,  magi c #,  and t ype ar e cor r ect  * /

      i f  ( st at us ! = s i zeof ( apphdr _t ) )
      {
         pr i nt f ( " bad message l engt h %d \ n" ,  st at us) ;
         cont i nue;
      }

      i f  ( nt ohl ( apphdr - >magi c)  ! = UDPCS_MAGI C)
      {
         pr i nt f ( " bad magi c number  %x \ n" ,  nt ohl ( apphdr - >magi c) ) ;
         cont i nue;
      }

      i f  ( nt ohl ( apphdr - >pt ype)  ! = PKT_CONN_REQ)
      {
         pr i nt f ( " bad packet  t ype  %x \ n" ,  nt ohl ( apphdr - >pt ype) ) ;
         cont i nue;
      }

   / *  I f  we get  her e we appear  t o have a val i d connect i on * /
   / *  r equest . . .  Cr eat e a ser ver  t o handl e i t .             * /
   / *  Not e t hat  wi t h UDP we must  expl i c i t l y  cr eat e a new  * /
   / *  socket  and connect  i t  t o t he r emot e c l i ent           * /

      st at us = f or k( ) ;
      i f  ( st at us == 0)
      {
         i nt  newsock;

         newsock = socket ( PF_I NET,  SOCK_DGRAM,  0) ;
         st at us = connect ( newsock,  &sname,  namel en) ;

      / *  Send a connect  ack usi ng t he new socket . .  The cl i ent  * /
      / *  wi l l  di r ect  t he dat a t o be consumed t o t hi s new      * /
      / *  por t  addr ess.                                         * /

         wr i t e( newsock,  &conn_r esp,  s i zeof ( apphdr _t ) ) ;
         do_ser v( newsock,  conni d,  &sname) ;
      }
      conni d++;
   }
}
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/ * * /
/ *  Thi s t hr ead i s used t o r ecover  f r om cases i n whi ch t he c l i ent  * /
/ *  di es bef or e sendi ng t he cl ose or  t he c l ose get s l ost . .         * /
/ *  A c l i ent  who f ai l s t o send f or  10 seconds i s assumed dead     * /

st at i c i nt  al i ve;

voi d * keepal i ve( voi d * p)
{
   whi l e ( 1)
   {
      al i ve = 0;
      s l eep( 10) ;
      i f  ( al i ve == 0)
        k i l l ( get pi d( ) ,  SI GKI LL) ;

   }
}

/ * * /
/ *  Thi s i s t he f unct i on t hat  act ual l y per f or ms t he ser vi ce * /

#def i ne BUF_SI ZE 2048

i nt  do_ser v(
i nt  sock,
i nt  conni d,
st r uct  sockaddr _i n * sname)
{
   i nt  l en;
   i nt  seq;
   i nt  next seq = 0;
   i nt  dr ops = 0;
   i nt  r ecvs = 0;
   doubl e count  = 0;
   doubl e t u1;
   doubl e t u2;
   pt hr ead_t   t i d1;
   pt hr ead_at t r _t  at t r ;
   unsi gned char  * buf  = ( unsi gned char  * ) mal l oc( BUF_SI ZE) ;
   apphdr _t  * apphdr ;
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/ *  Cr eat e t he t hr ead t hat  wi l l  per i odi cal l y check t o * /
/ *  t o see i f  dat a i s st i l l  bei ng r ecei ved. .           * /

   pt hr ead_at t r _i ni t ( &at t r ) ;
   pt hr ead_at t r _set scope( &at t r ,  PTHREAD_SCOPE_SYSTEM) ;

   f pr i nt f ( st der r ,  " Cr eat i ng t hr eads \ n" ) ;
   pt hr ead_cr eat e( &t i d1,  &at t r ,  keepal i ve,  ( voi d * ) 0) ;

/ *  Thi s i s t he mai n r ecei ve l oop. .  One t r i p t hr ough f or  ever y * /
/ *  packet  r ecei ved. .  Exi t  i s  f r om t he mi ddl e on r ecei pt  of     * /
/ *  a c l ose r equest                                             * /

   apphdr  = ( apphdr _t  * ) buf ;
   whi l e ( 1)
   {
      l en = r ead( sock,  buf ,  BUF_SI ZE) ;

   / *  Make sur e t hi s appear s t o be a val i d packet  and not  some * /
   / *  t r acer out e!                                               * /

      i f  ( l en < s i zeof ( apphdr _t ) )
      {
          pr i nt f ( " Lengt h er r or  %d  \ n" ,  l en) ;
          cont i nue;
      }

      i f  ( nt ohl ( apphdr - >magi c)  ! = UDPCS_MAGI C)
      {
         pr i nt f ( " bad magi c number  %x \ n" ,  nt ohl ( apphdr - >magi c) ) ;
         cont i nue;
      }

   / *  When a c l ose i s r ecei ved comput e dr op% and bi t  r at e and qui t  * /

      i f  ( nt ohl ( apphdr - >pt ype)  == PKT_CLOSE_REQ)
      {
         pr i nt f ( " Cl ose r eq. .  r ecvs = %d dr ops = %d r at e = %6. 1f  \ n" ,
                     r ecvs,  dr ops,  100. 0 *  dr ops /  ( dr ops + r ecvs) ) ;

         t u1 = 1000000. 0 *  t i me1. t v_sec;
         t u1 += t i me1. t v_usec;

         t u2 = 1000000. 0 *  t i me2. t v_sec;
         t u2 += t i me2. t v_usec;
         pr i nt f ( " Bi t  r at e was %12. 0f  \ n" ,
                   ( doubl e) 8000000 *  count  /  ( t u2 -  t u1) ) ;

         wr i t e( sock,  &cl ose_r esp,  s i zeof ( apphdr _t ) ) ;
         s l eep( 1) ;
         wr i t e( sock,  &cl ose_r esp,  s i zeof ( apphdr _t ) ) ;
         exi t ( 0) ;
      }
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   / *  Onl y PKT_DATA and PKT_DATA_POLL r emai n val i d * /

      i f  ( ( nt ohl ( apphdr - >pt ype)  & ~1)  ! =  PKT_DATA)
      {
         pr i nt f ( " bad packet  t ype %x \ n" ,  nt ohl ( apphdr - >magi c) ) ;
         cont i nue;
      }

   / *  I f  we get  her e t hi s must  be a dat a packet  * /

      count  += l en;          / *  Tr ack number  of  byt es consumed * /
      al i ve = 1;             / *  Fl ag st i l l  al i ve               * /

   / *  I f  t hi s i s t he f i r st  packet  r emember  st ar t  t i me  * /
   / *  el se updat e end t i me.                             * /

      i f  ( r ecvs == 0)
         get t i meof day( &t i me1,  &dummy) ;
      el se
         get t i meof day( &t i me2,  &dummy) ;
      r ecvs += 1;

   / *  Check f or  some cl i ent  bui l der  who f or get s t o i ncr ement   * /
   / *  sequence number s or  t r ansmi t  t hem i n net wor k byt e or der  * /

      seq = nt ohl ( apphdr - >seq) ;
      f pr i nt f ( st der r ,  " %8d\ n" ,  seq) ;
      i f  ( seq < next seq)
      {
         pr i nt f ( " bad seq number  %d l ast  was %d \ n" ,  seq,  next seq) ;
         cont i nue;
      }

   / *  Adj ust  dr op count  * /

      dr ops += seq -  next seq;
      next seq = seq + 1;

   / *  I f  t hi s i s a pol l  r equest  pr ovi de dr op st at us * /

      i f  ( nt ohl ( apphdr - >pt ype)  ==  PKT_DATA_POLL)
      {
         st at _r esp. t hi sseq = ht onl ( seq) ;
         st at _r esp. dr ops   = ht onl ( dr ops) ;
         wr i t e( sock,  &st at _r esp,  s i zeof ( st at r esp_t ) ) ;
      }
   }
}
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