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Abstract

A fundamental complexity in human understanding and reasoning about imperative, object-
based software systems has to do with the need to distinguish references and values of
objects. It is possible to eliminate this complexity by (deep) copying values of al mutable
objects, but thisis too inefficient for typical, non-trivial objects. The problem of minimizing
the impact of the reference-value distinction without resorting to value copying manifests
itself when objects are repeated as parameters to procedures. From a software engineering
perspective, we consider alternative strategies to address the repeated argument problem
ranging from ones that disallow repeated arguments to more permissive ones; from ones that
do not require any new programming language mechanisms to ones that need new features.
We introduce a parameter passing approach that neither requires the reference-vaue
distinction nor value copying to handle repeated arguments. We present a specification-
aware, unrestricted, proof rule schema for procedure calls that is suitable for verification
using alternative parameter passing techniques, separately or in combination.

Key words. aiasing, language design, parameter passing, proof rules, specification,
verification.

1. Introduction

To facilitate efficient data movement, large objects in modern programming languages are usually
referred to indirectly. In some languages, this indirection is introduced implicitly, as with
references in Java, C#, Lisp, and Smalltalk. Such languages often feature an indirect model of
storage, in which compound data structures (objects, records, arrays, etc.) are allocated on the heap
and referred to indirectly through references. By contrast, in languages with a direct model of



storage, such as Pascal, Ada, C, and C++, such compound data structures are alocated on the stack
and denoted directly by variable names.! In languages with a direct model of storage, indirection
needs to be programmed explicitly, with pointers. We will refer to both kinds of explicit and
implicit pointers as references. Both have the same operational effect on execution performance: it
takes constant time to copy a reference, whereas copying an object’s entire representation is
generally more expensive. Furthermore, it is not possible to provide automatic deep copying (or
deep comparison) that works appropriately for al arbitrary objects [18]. Hence we wish to avoid or
minimize copying.

References, though seemingly necessary for efficient computing, complicate both understanding
and reasoning about program behavior. As early as 1973, Hoare warned of references that “their
introduction into high-level languages has been a step backward from which we may never
recover” ([22], p.37). And in 1976, Kieburtz explained why we should be “programming without
pointer variables” ([29], p.95). Reasoning concerns about references—formal and informal—
typically focus on the aliasing they can cause. Indeed, it is not just actual aliasing, but the mere
potential for aliasing that complicates specification and verification. In Cook's seminal paper on the
soundness and completeness of Hoare logic he suggests that procedure call rules are the most
difficult to make sound because the rules must account for (or carefully avoid) the aliasing caused
by repeated arguments [10]. In their paper on object aliasing, Hogg et. al. point out that the
possibility of aliasing can make it “annoyingly difficult to prove the simple Hoare formula
{x =true} y :=false {x =true}” ([25], p.11). The need to account for reference behavior complicates
specifications as well [48][50]. Logics and formal specification languages with reference semantics
can be used to make specifications appear less cluttered, but they cannot prevent the reasoning
complexities caused by indirection and aiasing [1][34][47].

References also complicate reasoning for practicing programmers. This is partly why Koenig and
Moo argue for rethinking how C++ is taught in [30]. Their introductory C++ textbook introduces
vectors, strings, and structures long before even mentioning pointers, because “pointers are a
dlippery subject to master, and beginners have a much easier time dealing with the value-like
classes’ such as vectors, strings, and structs (p.27). The orthodox canonical form is a popular C++
idiom in which programmers override assignment and copy constructors to perform deep copies,
allowing them to think of objects as values rather than references [11]. Value semantics is
explained as a fundamental principle in the design of the C++ Standard Template Library in [42].

The complexity caused by references is especialy problematic in languages with an indirect model
of storage, where indirection and aliasing often make it essential to distinguish between references
and values to ensure sound reasoning. To avoid the complexity of this reference-value distinction,
practicing programmers and students routinely use a smplified clean view of storage. In the clean
view, one just ignores indirection and pretends that reference variables directly denote the values
(i.e., representations) of the objects to which they refer.

Figure 1. illustrates three different views of avariable swhose type is a bounded stack of trees.
Figure 1(a) shows the actual representation of s as areference to an elaborate structure. The view in

! This terminology comes from the first edition of the book Essentials of Programming Languages [16]. While C and
C++ use the direct model, these languages take the value of an array to be a pointer to its first element when used in
expression contexts, making them somewhat resemble the indirect model in the treatment of arrays.



Figure 1(b) is clean because it suppresses the fact that sis areference to this representation data
structure and that the contents array contains references. The view in Figure 1(b), however, is
implementation-dependent, unlike the view in Figure 1(c) where sis viewed as a mathematical
string (or sequence) of entries. The view in Figure 1(c) is both clean and abstract.
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Figurel. Threeviewsof abounded stack of trees.

1.1. Why Clean Steps Are Necessary for the Clean View to Be Sound

Although the clean view of objects as values (with or without abstraction) is desirable for
programming and reasoning about programs, it is unsound when mutable objects are aliased. The
clean view can be used as a basis for reasoning only when the steps of a program are clean, that is,
when they do not introduce the need for references in reasoning. Steps that introduce aliasing
necessarily introduce the need to distinguish references and values in reasoning, therefore they are
not clean. For example, suppose that the reference variable s in Figure 1 is assigned to another
variable t using reference assignment (denoted t = s in Java). Immediately after the assignment,
both variables point to the same representation, so the actual view and the clean view agree that s
and t have the same value. Later, however, if the representation associated with s is modified, then
the actual view and the clean view will not agree. In the clean view only the value of s changes,
while the value of t remains the same. However, in redlity there is just one shared representation
that changes, leading to an inconsistency between the actual view shown in Figure 2(a) and the
clean view shown in Figure 2(b).
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Figure2. Two viewsof aliased bounded stacks of trees

| Reference assignment is the most direct way to introduce aiasing, but it can also occur through
repeated storage of references when a reference is passed as a parameter, as in the Java call
s.push(x) where s is a stack object containing references to its entries. After the cal, x will be
aliased to the stack’s top element. Likewise, aliasing can be introduced when an aggregate object
returns a reference to one of its internal objects, as in the Java assignment x = s.top() where the
method top does not remove the element from the stack.

Another common source of aliasing stems from repeated arguments. Repeated arguments occur
when two (or more) references to the same object are passed in a single call to a procedure, which
can lead to aliasing among the forma parameters of the caled procedure. They may occur
explicitly, asin the call p(u, u), or implicitly, when two array elements are passed to a procedure, as
in the cal p(ali], a[j]). In the later case, there may be no way to statically detect, in general, the
aliasing that may result if i = j. The same kind of implicit passing of repeated arguments may
happen when a user-defined collection is accessed in languages such as Java.

A subtler kind of implicit repeated argument is also possible. This is aliasing that occurs between
actual arguments and global variables that are accessible within the called procedure. For example,
in the call f(x), if the procedure f also has direct access to the variable x, then the procedure's
environment will have an alias between the global x and f's formal parameter. We consider this to
be a case of repeated arguments because we consider the global variables used by a procedure to be
implicit arguments to the procedure [37]. We refer to the potential for contradiction and confusion
in specifications and implementations, when arguments are repeated, as the repeated argument
problem.

1.2. Contributions

The larger software engineering objective of our research is to address all sources of aliasing,
minimize the need for the reference-value distinction, and minimize the complexity of reasoning in
imperative programs. We illustrate how the reference-value distinction complicates software
engineering activities such as specification and verification, using aliasing from repeated arguments



as an illustrative issue. To understand the novelty of our contributions, some background
information on procedure call verification in the context of repeated arguments is useful.

Noting the difficulty with reasoning in the presence of aliasing, Hoare introduced parameter
passing rules with the provision that “the programmer is willing to observe a certain familiar and
natural discipline in his use of parameters’ ([21], p.102). In his approach, programmers are
responsible for ensuring that parameters are independent of one another. They may neither repeat
arguments nor introduce aliasing, directly indirectly. Cook’s rules improve upon Hoare's rules and
allow global variables to be passed as parameters to procedures [10], but still avoid the aliasing
caused by repeated arguments. While his rules alow globa variables to be passed as parameters,
there are restrictions to prevent argument repetition. Similarly, Ernst extended Hoare's rules by
permitting constructs involving limited dependence (such as p(x,f(x)) where f must be a function)
and globals that were not updated within the procedure body [14]. Guttag, Horning, and London
extended the logic of Euclid [37] with procedure call rules [19] which, as elsewhere in language,
permitted pointersin arestricted way.

Cartwright was the first to introduce parameter passing rules for Hoare logic that permitted aliasing
by making the reference-value distinction explicit [8]. In effect, variables passed as parameters to a
procedure were considered abstract addresses that were kept track of in a global mapping of
variables to values. While the rules themselves are not that complicated, the authors noted that they
were “cumbersome to use in practice” (p.131) because pre- and postconditions had to account for
all possible cases of potentia aliasing between variables. Inspired by Cartwright’s approach, Gries
explains parameter passing in terms of a simple multiple assignment rule in [17], and outlines how
these rules could be extended to handle aliasing from argument repetition. Crank and Felleisen
present and compare forma semantics for alternative parameter passing techniques, including
parameter passing by reference and value [12]. Their conclusion that “using call-by-value [...]
seems the most attractive choice” (p.10) from a reasoning perspective is consistent with the clean
view presented in this paper. Using ease of value-based reasoning as motivation, Harms and Weide
propose swapping an efficient alternative to value copying in [20], but they preclude repeated
arguments.

Given this background, we make the following contributions in this paper:

* We explain various strategies to address the repeated argument problem ranging from ones
that disallow repeated arguments to more permissive ones; from ones that do not require any
new programming language mechanisms to ones that need new features. We discuss the
merits and drawbacks from the perspectives of software engineering and languages.

* We present an approach for parameter passing—other than call-by-value—that allows
repeated arguments, but does not introduce aliasing or require a reference-value distinction;
the approach makes a procedure call with repeated arguments a clean step.

*  We present a specification-aware, unrestricted, proof rule for procedure calls. An interesting
aspect of this contribution is a single procedure call proof rule schema that works for al the
parameter passing approaches we consider, and that is flexible enough to combine various
parameter passing approaches.



To support a fairly standard practice of programming, we present the results in an imperative
setting. We do not discuss non-imperative solutions such as functional programming, although we
explain the utility of some ideas (e.g., linear typing), that are taken from a non-imperative context.

1.3. WhereAliasing Appears Unavoidable

While aiasing introduces complexity, an accurate view of objects with aliasing is necessary in
reasoning about low-level modules that deal with manipulation of references for efficient
processing of list or tree-like structures [29]. In these modules, aliasing is used intentionaly to
share storage, avoid copying, and alow multiple access paths. Thus in such modules adopting a
clean view that ignores references would be detrimental and make reasoning more complex. On the
other hand, most modules in a large program are based on reusing abstract objects, and in these
higher-level modules the clean view offers significant software engineering benefits. To separate
the modules where reasoning with the clean view is sound from those where it is not, data
abstraction is crucia. In particular, one must abstract away the details of sharing and references
found in the implementation of low-level modules by using abstract data types. For example, one
can view a doubly linked list abstractly as a pair of strings or sequences [46][44], and in this
abstract view there is no need to think about the sharing implicit in the representation.

Such abstract views of data can be guaranteed to be sound, using recent work on alias-controlling
type systems [2][24][43][9][41]. This work centers on alias encapsulation, and allows control of all
references into and out of the representation of an object. Thus this research can be used to enforce
statically the separation between higher-level modules with a clean view and lower-level modules
that do not support this view. Since the number of such low-level modules would presumably be
small, the additional annotations required by these type systems would not be as much of a
drawback as they would be if one tried to use them in all modules. In this paper we focus on the
more common higher-level client modules, where a clean view is both desirable and possible.
Alternatively, the reader can imagine two kinds of references: unique references used by high-level
client modules, and non-unique references used in low-level modules. The focus of this paper is on
the former. A discussion of the latter may be found in [31].

1.4. Organization of this Paper

Therest of the paper is organized into the following sections. Section 2 pertains to the first
contribution and it considers alternative responses for handling repeated arguments. In the process
it highlights the complexity introduced by the reference-value distinction. Section 3 correspondsto
the second contribution. It discusses parameter passing approaches that avoid the reference-value
distinction and related software engineering issues. Section 4 discusses proof rules for formal
verification. Section 5 contains a discussion of related work and our conclusions.



2. Understanding the Impact of the Reference-Value Distinction

2.1. An ExampleProblem

To illustrate the impact of the reference-value distinction on software engineering, we consider an
example that raises the repeated argument question. Figure 3 contains an informal specification of a
(global) procedure, named transferTop, which manipulates Stack objects. In this specification, #s
in the ensures clause (postcondition) denotes the old value of s (i.e., the value of s in the pre-state).

public void transferTop(Stack s, Stack t);
requires (* s has at least one entry *);
ensures (* s is unchanged except that it has lost its top entry, and
tis unchanged except that it has acquired the top entry of #s as its new top entry *);

Figure3. Informal specification of thetransfer Top procedure
Now consider the codein Figure 4 to implement the transferTop procedure®.

public void transferTop(Stack s, Stack t) {
Object x;

X = s.pop();
t.push(x);

}

Figure4. Animplementation of thetransfer Top procedure

Suppose that transferTop is called with stacks u and v as parameters in a clean environment. Also
suppose that u is a stack of integers, which we write abstractly as the string [7,6,90] where the
underlined entry (i.e., 7) is the top, and suppose that v is another stack with abstract value B[]
Tracing through the call transferTop(u,v) using this sound and abstract view of stacks yields the
table given in Figure 5 from which it appears that the code is correct for this case.

Pre-state | u=[7,6,90and v = B0
Object x; x = u.pop();

State after Pop | u=[6,90and v = BOand x = 7
v.push(x);
Post-state | u =[6,90and v = (7,80

Figure5. Exampletracing of the codein Figure4

Now we consider the case when the same object is used as a repeated argument, as in the call
transferTop(u,u). The first issue here is a suitable interpretation of the specification. For example,
we can substitute argument u in the ensures clause of transferTop for both formal parametersin the
specification in Figure 3. This leads to “u is unchanged except that it has lost its top entry, and u is

2 While this code could have been written as t.push(s.pop()) without using a local variable, we have found it easier to
illustrate the distinction between verification of operations that return results and those that do not, using this expanded
version.



unchanged except that it has acquired the top entry of #u as its new top entry.” That is, this
interpretation of the specification says that stack u would have both lost itstop entry and also that it
Is unchanged, because its top entry becomes its former top entry. Under this interpretation, the
ensures clause becomes equivalent to “false”, and it cannot be satisfied by any implementation. Of
course, the implementation in Figure 4 does not meet this specification.

There are several possible responses to this situation, as we describe in the following subsections.
A key issue here is whether a procedure call with potentially repeated arguments can be treated as a
clean step. That is, does a specific approach for handling repeated argument passing require a
reference-value distinction in reasoning about procedure calls? To determine this, we assume that
all steps leading up to a call with repeated arguments are clean, which effectively means that no
aliases exist in the state before the procedure is caled. Therefore, the only potential source of
aliasing is when arguments are repeated in the call itself. This assumption allows us to compare all
approaches uniformly.

2.2. A First Response

The most obvious response to the problem is to introduce a reference-value distinction explicitly in
the specification as shown in Figure 6. In Figure 6, t is a reference to the actual argument object,
while Contents(t) denotes its value®. This distinction is necessary to specify different behaviors for
the different cases of when s and t are aliases and when they are not. When using this specification,
to understand and reason about calls to transferTop one must make a distinction between references
and values. What is worse, this complexity cannot be limited to just procedures such as transferTop
where repeated arguments are an obvious issue. Doing so would require that different models be
used for the specification of different methods for a single abstract data type, which would cause
too many complications in practice. Furthermore, clients will need to distinguish between
references and values so that they may reason about calls to procedures, such as transferTop, whose
specifications make this distinction; hence it will be necessary to express the specification in away
that supports such reasoning. Finally, in languages with subtyping, such as Java, Stack would be a
subtype of Object, and so even procedures like push would have the possibility of repeated
arguments (i.e., the stack and the object being pushed on the stack could be the same). For all these
reasons, the reference-value distinction pervades the specification shown in Figure 7.

public void transferTop(Stack s, Stack t);
requires (* Contents(s) must have at least one entry *);
ensures (* if s # t then Contents(s) is unchanged except that it has lost its top entry, and
Contents(t) is unchanged except that it has acquired the top entry of
Contents(#s) as its new top entry *) and
(* if s = t then Contents(s) is unchanged *);

® It is possible to make the distinction of Contents less apparent in the notation, for example, by using *s to denote the
contents of Stack s. It is also possible to alow the context to determine when a name stands for a reference to an object
and when it stands for its value. We have not done so here so that the issues are more apparent. Also, it makes the
procedure call proof rules are more straightforward—even in the presence of aliasing—as illustrated later in this paper.



Figure6. Specification of transfer Top with an explicit reference-value distinction

The formal specification in Figure 7 is given in the RESOLVE notation [45] for a ssimplified Stack
type. To introduce a notion of addresses, this specification uses an external memory manager
facility, Memory_Manager_Fac. This externa facility defines a mathematical type Location
(informally an address) as a mathematical set. The only thing about Location of interest hereis its
cardinality which is presumably afunction of available memory capacity. Given this background, a
Stack variable can be modeled mathematically as a Location. Every new stack variable occupies a

new location. The mapping Contents describes the value of a stack as a mathematical string of
entries, given a stack location, thus making explicit the reference-value distinction.

/* Ref_Val_Stack_Template */

class Stack;
uses String_Theory, Memory_Manager_Fac;
var Contents: Location - Str(Object);
type Stack is modeled by Location;

public Stack();
updates Contents;

ensures Contents(this) = A and (Or: Stack if r # this then Contents(r) = #Contents(r));

public void push(Object x);*
updates Contents;

ensures this = #this and Contents(this) = [#x[o #Contents(this) and
(dr: Stack, if r # this then Contents(r) = #Contents(r));

public Object pop();
updates Contents;
requires Contents(this) # A;
ensures this = #this and #Contents(this) = [pop()Lo Contents(this) and
(dr: Stack, if r # this then Contents(r) = #Contents(r));

Figure 7. A specification of a Stack component that accountsfor references

“ In principle, it is necessary to distinguish the references and values of al objects, such as x. While doing so might
help motivate the issues in this paper further, it provides no additional insight. Therefore, to keep the presentation
focused, we make the reference-value distinction for only Stack objectsin this paper.



Based on this modeling, the rest of the specification describes Stack’s public operations. The
constructor gives an unoccupied location as the value to a newly created stack, this. Immediately
after initialization, Contents(this) is the empty string, denoted by A. The operations push and pop
change Contents at location this. In the specifications “0” denotes string concatenation. The
specification makes the impact of the reference-value distinction apparent because it asserts
explicitly that when the contents of “this” is changed, then the contents of al other stack variables
remain unaffected. This assertion is also called the frame property in the literature [5][41]. In this
and all other specifications in this paper, variables that are not mentioned in the parameter list or
updates clause are assumed to remain unchanged.

uses Ref Val Stack Template;
public void transferTop(Stack s, Stack t);
updates Contents;
requires |Contents(s)| > 0;
ensures s=#s and t = #t and
(if s # t then (Contents(s)® o Contents(t) = #Contents(s)® o #Contents(t) and
|Contents(s)| = [#Contents(s)| - 1)) and
(if s = tthen Contents(s) = #Contents(s)) and
(dr: Stack if r # s and r # t then Contents(r) = #Contents(r));

Figure8. A formal specification of thetransfer Top procedure

Given the specification for Stack in Figure 7, it is possible to reason formally that the code in
Figure 4 is correct with respect to the formal specification of the transferTop procedure in Figure 8.
In Figure 8, the superscript “R” is a postfix operator that reverses a string, and |Contents(s)| is the
length of the string Contents(s).

There are two general observations regarding a proof of correctness. One is that it would be case-
based, the two cases being when s = t and when s # t. Distinguishing these cases requires a
reference-value distinction. The other observation is that the proof would keep two kinds of
information for each variable, its direct value (which is a location or reference) and its indirect
value (the location's contents—in this case the string value of a stack). These complexities in
formal analysis are the result of allowing steps that are not clean (here, passing possibly repeated
references as arguments). They foreshadow corresponding difficulties in software understanding
and maintenance. This is apparent from the Appendix where formal reasoning involving
transferTop is given using two approaches, one that requires the reference-value distinction, and
another that does not.

Some of these difficulties are inherent in current programming languages, which often make
implicit distinctions between references and values by context. For example, the left side of an
assignment statement is a reference context, and the right side is a vaue context. Furthermore,
some operations (like push on stacks) use and affect the values of objects, and some, like the “=="
primitive in Java, work on the references directly. Some of the advantages in notation enjoyed by
Eiffel [39], JML [34] and similar specification languages result from exploiting this contextual
distinction between references and values.
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2.3. A Disciplined Response

One step towards eliminating the need for a reference-value distinction in specification and
reasoning is to preclude repeated arguments. This approach, when generalized to solving the larger
reference-value distinction problem, amounts to preventing aliases from occurring in the first place.
The manner in which repeated arguments are prevented has an effect on the flexibility of the
language. We distinguish and describe two forms of the disciplined approach: arigid version and a
relaxed version.

uses Clean_Stack_Template;

public void transferTop(Stack s, Stack t);
requires [s| > 0;
ensures sfot=#sTo#tand |s| = |#s| - 1

Figure9. A specification of thetransfer Top procedure under therigid discipline

In the rigid version of the disciplined approach, the language disallows any constructs that could
potentially lead to repeated arguments during at run-time. For example, the language would
disallow calls such as transferTop(u,u). One of the main advantages of this approach is that it
makes it possible to avoid a reference-value distinction in specifications. In particular, the case
distinction made in the specification shown in Figure 8 is no longer necessary, because the case
where s and t are aliased cannot arise. This simplification isillustrated by the specification given in
Figure 9. Unlike the specification in Figure 8, the uses of s and t that appear in this specification
denote values rather than references. Furthermore, there is no Contents variable appearing in an
updates clause. This is not because a Contents variable exists but does not change, it is because
there is no Contents variable. Since there is no need to make a distinction between references and
values, there is no need to introduce a Contents variable that maps references to values. Under our
assumption that all steps leading up to a procedure call were clean, we know that no prior steps
forced us to introduce a Contents variable. Hence, we can use a smpler, value-based specification
of Stack such as the one shown in Figure 10.

[* Clean_Stack_Template */

class Stack;
uses String_Theory, Memory_Manager_Fac;
type Stack is modeled by Str(Object);

public Stack();
ensures this = A;

public void push(Obiject x);
ensures this = [#x[o #this;

public void pop(Object x);

requires this # A;
ensures #this = XOo this;

11



Figure 10. A clean specification of a Stack component

To aways use this value-based specification with the discipline of avoiding repeated arguments
(and other clean approaches), other sources of aliasing such as reference assignment must be
avoided. Reference assignment constitutes a step that is not clean, and it would force us to
introduce a Contents variable into our model of the program.

A dgignificant drawback of the rigid disciplined approach is that it restricts certain desirable
language features. For example, in the call transferTop(a[i],a[j]), where a is an array of stacks, a
compiler cannot, in general, determine if i will equa j during execution. Since the rigid approach
needs to ensure that repeated arguments can never occur during execution, it must be conservative
and prohibit array variables as arguments. Furthermore, the rigid approach would likely be
incompatible with user-defined collection types that can return object references (as in Java), since
statically detecting them would probably require programmer-supplied annotations and a
conservative type system. Alternatively, one could use a whole-program static analysis.

Unlike the rigid version, a relaxed version of the disciplined approach precludes repeated
arguments at run-time. For example, in Euclid [36], attempting to pass repeated arguments by
reference results in the program aborting execution. Typically this approach requires making a
distinction between references and values during static analysis. That is, unless the language can
guarantee that all references returned by expression evaluation are unique, a run-time determination
will not avoid the reference-value distinction in reasoning, since then to staticaly verify total
correctness one must (statically) reason about avoiding passing repeated arguments, and to do so
one must reason about references. Therefore, precluding repeated arguments only avoids the
reference-value distinction if some other mechanism guarantees that all references are unique.

Targeted forms of the disciplined approach may incorporate aspects of both the rigid and relaxed
approaches to avoid a reference-value distinction with only limited restrictions on flexibility. For
example, a language that required expressions to return values rather than references might still
allow array variables. Static detectability would then require proof rule families which would
require a client to avoid all possible combinations of array indices that resulted in repeated
arguments. In the call transferTop(ali],a[j]) the verification system would add an obligation that i
cannot equal j. Calls such as transferTop(u,u) could still be caught statically by the compiler. In
genera, there will aways be a tradeoff in these disciplined approaches between reasoning
complexity (caused by the reference-value distinction) and flexibility of the language.

2.4. AliasDispatching Response

A third response to the repeated argument problem is a combination of the first two responses, and
it requires a new language feature. In the alias dispatching approach [33], one writes several
“multibodies’ for a procedure, each of which has no aliasing among its formal parameters.
Together these multibodies implement a procedural abstraction that can handle repeated arguments.
For example, one could implement the specification of Figure 8 as follows.

public void transferTop(Stack s, Stack t) imports() {
Object x; // multibody that is run when s #t
X = s.pop();

12



t.push(x);
}alias(s,t) {

skip; /I multibody that is run when s = t; t cannot be used in this body
}

Figure1l. Handling of repeated argumentsin an alias dispatching language

Alternatively, one can change the specification to rule out aiasing among arguments, as in the
specification of Figure 12. This specification is implemented by the code shown in Figure 4,
because in this approach, missing bodies signal an error when they are invoked in response to a
call.

uses Ref Val Stack Template;
public void transferTop(Stack s, Stack t);
requires s #t and |Contents(s)| > 0;
ensures Contents(s)® o Contents(t) = #Contents(s)® o Contents(#t) and
|Contents(s)| = [#Contents(s)| - 1) and
(dr: Stack if r # s and r # t then Contents(r) = #Contents(r));

Figure12. A specification that explicitly prohibitsrepeated arguments

Unfortunately, as seen from this example, specifications written to preclude aliases also involve a
reference-value distinction. Furthermore, since the alias dispatching approach by itself does not rule
out repeated storage of references, it needs to be based on Ref Val Stack _Template (Figure 7).
The alias dispatching approach can be seen as a variant of both the standard and disciplined
approaches. It is a variant of the standard approach because it allows repeated arguments in calls
where the programmer has written a multibody to handle the pattern of repeated arguments that
appears among the actualsin the call. It can also be seen as an aid to careful reasoning with the first
approach, because it helps make explicit in the code cases that are apparent in the specification (and
because the coding will point out cases that the specification should consider).

Another way to see the aias dispatching approach is as a relaxation of the disciplined approach.
Like the disciplined approach, it restricts the aliasing patterns that may be used in calls to a
procedure, but instead of just restricting the caller to the pattern where there are no repeated
arguments, it allows the specification of several patterns of repeated arguments for each procedure.
However, unlike the rigid disciplined approach, it does not, by itself, support a clean view of
objects.

3. Techniques for Avoiding the Reference-Value Distinction
The essential problem with passing references as arguments is that it introduces aiasing. Once
aliasing is introduced, by either repeated arguments or repeated storage of references, reasoning

must distinguish between references and values because the clean treatment of objects as valuesis
no longer sound.
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3.1. TheUnique References Approach

The unique references approach allows each object to be referred to by at most one reference. It is
the most direct attack on the aliasing problem, and hence largely solves the reference-value
distinction problem.

One implementation of the unique references approach uses linear types [4][40]. The basic idea of a
linear type system is simple: the reference stored in a variable of a linear type can only be read
once, and the act of reading it places anull reference in the variable. For example, suppose that s is
a Stack variable with (3,6,20as its abstract value. After s isread, it will be anull reference. Thereis
also a special Replica action on areference variable; this action leaves the variable unchanged, but
copies its value. There are variants of linear types, such as Boyland's alias burying approach [7],
which provide more flexibility than the semantics we have described, but this will suffice for our
puUrposes.

When a variable of a linear type is repeated as an argument, the value of all but the first of the
repeated arguments become null references, because a variable can only be read only once. This
prevents aliasing among the corresponding formals. Similarly, if a global variable is passed as an
argument, then its value is also turned into a null reference, which in turn prevents aliasing between
the global and the corresponding formal parameter. Assuming arguments are evaluated from left to
right, in the call to transferTop(u,u), the second formal receives a null reference. This execution
produces an error when the code (as in Figure 4) attempts to pop the second stack.

Is it possible to specify when a variable is the null reference but avoid making a reference-value
distinction? Technically, the answer is yes—one can introduce a specification primitive, defined(v),
which is true precisely when the variable v does not contain a null reference. With this primitive
one can specify transferTop in away that both prohibits repeated arguments and avoids references,
as shown in Figure 13.

/* uses a modified version of Clean_Stack_Template */
public void transferTop(Stack s, Stack t);
requires defined(s) and defined(t) and |s| > O;
ensures defined(s) and defined(t) and s® o t = #s® o #t and |s| = |[#s| - 1

Figure 13. Specification under the unique references approach

Though it may be technically possible through the use of such syntactic sugar to avoid a reference-
value distinction with this approach, the added complexity of reasoning would be the same whether
one populates specifications with a multitude of x # null assertions or a multitude of defined(x)
assertions. This problem can be so considerable that a key use of ESC/Java is to detect potential
violation of null variable accesses in specifications [36]. It is important to note that the
specifications of components such as the Stack in Clean_Stack_Template (Figure 10) would have
to be amended to handle al the potentially undefined variables or null references. Thus, the unique
references approach is not an ideal way to eliminate the reference-value distinction.

As noted above, the specification in Figure 13 actually precludes repeated arguments because the
second repeated formal, t, will receive a null value, which violates the requires clause. One could
alow repeated arguments by permitting t to be undefined, but one would have to modify the
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ensures clause so that t did not appear (#t could still appear), creating a specification of dubious
worth. Another feature of this approach is that the order that parameters are passed to the procedure
IS important when arguments are repeated. This difference from previous approaches is aso a
characteristic of the swapping and call-by-value-result approach.® Since this ordering is important
only when arguments are repeated, and the linear typing approach effectively precludes repeated
arguments, we leave a discussion of this feature to the next subsection.

3.2. The Swapping Approach

Swapping has been suggested as an alternative to assignment to minimize aliasing as early as 1976
in the form of a “value exchange” operation in [29] and more recently in [20][40]. This is because
swapping two variables never introduces new aliases. The idea of swapping issimple. If s andt are
two Stack objects with abstract values [3,6,200and [7,7,9,1,2respectively, swapping s with t leads
to their values being interchanged. Swapping takes constant time independent of the sizes of
objects because, in the implementation, only references to the two objects need to be swapped.

Swapping can also be used for efficient parameter passing. More importantly, call-by-swapping
makes it possible to handle repeated arguments cleanly. The mechanics of call-by-swapping
(relevant for language implementers) are ssmple. In principle, the actual objects are swapped with
the corresponding formal objects that have been initialized with values appropriate for their types.
(In practice, most initializations turn out to be unnecessary and can be optimized out by a
compiler.) The called procedure is executed on the formal objects, and on return the formals are
swapped with the actual objects again. The swapping of formals and actuals takes place
sequentially in left-to-right order on call and right-to-left order on return. The order has no bearing
in the common case when arguments are not repeated (but does matter when they are).

From a user perspective call-by-swapping is even more straightforward: When no arguments are
repeated, call-by-swapping is as ssimple as call-by-vaue-result; when arguments are repeated, the
first formal gets the value of the repeated argument on call (the others get initial values), and the
repeated argument gets the value of the first formal on return. To see why this is the case, consider
the call transferTop(u,u). When the procedure is called, u’s value goes to the first corresponding
formal, s. All subsequent corresponding formals (in this case only t), get initial values for their type
(because of left-to-right order of swapping with initial objects). On return, the repeated argument
gets the value of the first corresponding formal. Values of subsequent corresponding formals
become irrelevant because they are not returned to the caler. To illustrate this more formally,
consider the value-based specification of transferTop and its implementation shown in Figure 14.

/* uses Clean_Stack Template */

public void transferTop(Stack s, Stack t)
requires [s| > 0;
ensures sfot=#s" o#tand |s| = [#s| - 1;

{ Objectx;
S.pop(x);
t.push(x);

}

® Call-by-value-result is not considered here because of its inefficiency.
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Figure 14. Specification and implementation for swapping approach

Using the user perspective in the interpretation of the specification for the call transferTop(u,u), we
see that the procedure requires Ju| > 0 and it ensures u® o t = #u® o A and |u|] = [#u| - 1. On
simplification, if the requires clause holds on call to transferTop, then on return w is the same as it
was except that it is missing its top (which was transferred to stack t and never returned). Thisis
exactly what the implementation in Figure 14 does when parameters are passed by swapping—the
top of s (which has u’s incoming value) is popped into x, and then pushed on the initialized stack t
which is not returned to the caller.

The implementation in this example is appropriate for a language with call-by-swapping. It differs
from the implementation given in Figure 4, which is more appropriate for a language such as Java
that relies on reference copying for parameter passing and data movement. This underscores the
fact that language design decisions can impact programming style. Just as programmers had to get
used to a certain style of programming with Java, programmers would have to adapt to a style of
programming compatible with call-by-swapping.

While the swapping approach is designed to work seamlessly whether or not arguments are
repeated, it is possible to disallow argument repetition through specification, if so desired. The
important observation here is that this goal can be accomplished without a reference-value
distinction. For example, consider the variation of the transferTop procedure, given in Figure 15,
where the roles of s and t are reversed. This procedure behaves as expected when there is no
repetition of arguments, but the call transferTopTo(u,u) is illegal because the second argument t
gets the initial stack value (A) which is a violation of the requires clause |t| > 0. Thisis justifiably
S0 because otherwise the pop operation will be invoked on t, the empty stack.

public void transferTopTo(Stack s, Stack t)
requires [t| > O;
ensures tfos=#t"o#s and |t| = |#t] - 1;

{ Objectx;
t.pop(x);
s.push(x);

}

Figure15. Precluding repeated argumentswithout introducing references

Without involving references, call-by-swapping gives a meaning to a specification and its
implementation in a way that makes the implementation’s correctness independent of whether or
not callers repeat arguments. Swapping alows arguments to be repeated or precluded at the
discretion of specifiers without a need to introduce a reference-value distinction. Implementers can
write a single implementation without concern for potential argument repetition. Callers of
procedures, however, will need to understand the behaviors of their calls when they repest
arguments as in the case of every approach discussed in this paper.

A variation of the swapping approach is necessary to handle parameter passing in the presence of
subtyping. The symmetry of swapping raises an issue in transferring the value of a subtype object
to a super type object, when the formal parameter is of the super type and the actual argument is of
a subtype [40]. To address this problem, temporary objects that correspond to the dynamic types of
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the actual arguments will be created and swapped, instead of creating objects of the formal
parameter’ s supertype. When a subtype object is repeated, the first formal argument will have the
value of the object whereas the second and subsequent arguments will have an initial value of the
subtype (or a copy of the original value in copy-based variations). Importantly, no reference-value
distinction is necessary in handling subtypes.

33. Clean Viewsand Clean Steps Revisited

The call-by-swapping approach to parameter passing makes a procedure call a clean step because it
allows a client to maintain a clean view of objects. As previously noted, aiasing in high-level
modules is typically introduced by assignment or parameter-passing or some combination of the
two. Therefore, the ability to minimize the reference-value distinction depends not only on the
parameter-passing approach, but on the approach to general data movement as well. Many of the
parameter passing approaches described in this paper correspond to specific data movement
mechanisms that have similar properties in terms of efficiency and complexity. For example, the
unique references approach corresponds to using destructive reads for data movement—it is
efficient and it introduces null references. The swapping approach corresponds to using swapping
for data movement—it is efficient and avoids aiasing. Alternative approaches to data movement
can be used with their corresponding parameter passing approaches to help minimize the reference-
value distinction. Data movement mechanisms that are not as well-known may yet inspire other
approaches to parameter passing and language design [49]. In the next section, we will present a
rule template for parameter passing that is parameterized by a data movement mechanism.

4. Verification of Correctness

This section (together with the Appendix) formalizes the impact of the reference-value distinction
on formal reasoning. Since we have taken the route of accounting for reference-value distinctions
explicitly in the specifications, the proof rules themselves are quite simple regardiess of the
parameter passing approach employed; in fact, the same template is shown to work for all
approaches. Some classical procedure call rules preclude aliasing among arguments [21]. Some
others encourage clients to distinguish between cases in which there is no potentia for aliasing
(making the proofs themselves much easier) and casesin which aliasing is a possibility [8][17].

4.1. Proof Rules

The first rule, given in Figure 16, is a common rule for verification of correctness of a procedure.
The precondition of the procedure is assumed and the postcondition is to be confirmed following
the code for the procedure. Here, assertive_body includes the statements and assertions (e.g., loop
invariants) in the code for p. The Context prefix in the rule serves as a placeholder for any external
information that is necessary for verification, such as the specifications of other procedures called
by p. We simplify the discussion by only dealing with the case of two formal parameters.
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Context/ assume pre; assertive_body; confirm post;
Context/ void p(T1 x, T2 y); requires pre; ensures post; {assertive_body}

Figure16. A proof rulefor procedure body verification

We illustrate the application of the rule through the verification of correctness for an
implementation of transferTop in the Appendix for both call-by-swapping and call-by-reference-
copying approaches. While the same rule works for showing correctness under all parameter
passing approaches, the specifications and/or implementations in approaches that have a reference-
value distinction typically need to be case-based to handle repeated arguments. The corresponding
complexity is then seen in the reasoning.

First, we present a straightforward rule for procedure calls in Figure 17 for the (rigid) disciplined
approach in which repeated arguments are syntactically precluded. The Context for this rule must
include the specification the called procedure, p. In Figure 17, the notation assertive_code means
the statements and assertions (including assumptions) that precede the call to p. The rule shows
what needs to be proved before a call to p for an assertion Q to be confirmed after the call. Therule
obligates that two conjunctions be proved. The first of these is the requires clause of p, which needs
to be proved when the formals, x and y, are replaced by the actuals, a and b. In addition, assuming
the postcondition of p holds, the assertion Q needs to be confirmed (with proper substitutions).
Since the specification of p may be relational, multiple output values may result for the same input
parameters. Therefore, the second conjunction states that as long as the output values of the
arguments satisfy the post-condition, Q must be confirmed. The two verification variables ?a and
?b to denote any possible output value. The formal output names ?a and ?b replace actua
arguments a and b before Q is confirmed so that the names used in the two sides of the implication
are consistent.

Context\ assertive_code; confirm pre [x — a, y — b] and

O?a: T1, O0?b: T2, post[ #x — a, X <?a, #y — b,y <?b] 0 Q’[a —?a, b —?b];
Context\ assertive_code; p(a, b); confirm Q;
where Q'= Q with substitutions for ?a, and ?b to avoid name conflicts.

Figure17. A proof rulefor verification of procedure callswithout repeated arguments

We next present a more genera proof rule template (Figure 18) that is suitable for verification
when parameters are passed by reference copying, value copying, unique references, or the
swapping approach. This rule is parameterized by a transfer operator, written “<-,” that stands for
the transfer operator used to transfer the value from actual arguments to temporary ones. For the
copying approaches, “<-" stands for “=" (or sometimes “:="), the assignment operator. For the
unique references approach it denotes a destructive read. For the swapping approach, it stands for
“:=:", the swap operator.
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Context\ assertive_code; T1 %a,; T2 %b,; %a,<- a; %b, <-b;
confirm pre [x — %a,, y — %b,] and

O7a,: T1, O?by: T2, post[ #x — %ay, X —?a,, #y — %b,, y <?b] 0 Q’la —?a,][b —?b];
Context\ assertive_code; p(a, b); confirm Q;
where Q'= Q with substitutions for %a,, %b,, ?ay, and ?b, to avoid name conflicts.

Figure18. A general proof ruletemplatefor verification of procedure calls

Parameter passing by all the approaches can be thought of as involving the creation of two
initialized local variables, named %a, and %b, to which the values of the corresponding actual
arguments are transferred. These verification variables are given special names beginning with %.
The names a and b have been subscripted with names of the formal parameters x and y to avoid
naming conflicts in the repeated argument case p(a,a) when an automated verification system is
used. When no arguments are repeated and the variables a and b are distinct, it is easy to see that
the variable declarations and the transfer statements have no impact other than use of the names
%ay, and %b, in lieu of a and b in subsequent assertions.

The formal output names ?a, and ?b, replace actual arguments a and b (in that order), before Q is
confirmed so that the names used in the two sides of the implication are consistent; the ordering in
which results are returned is reflected indirectly in the substitutions in Q. When arguments are
repeated and Q only involves a, for example, notice that only the output value of the first parameter
?a, will affect Q; not ?b,. In the absence of repetition, the order of result return has no impact on
the resulting state. More specifically, if no argument is repeated (or precluded from repetition)
where aresult is expected, then the ordering does not matter. In the swapping and unique references
approaches, the order in which parameters are passed a so has an impact on the resulting state.

A syntactic variation of the rule for function call verification is given in Figure 19. It is needed, for
example, in the function assignment statement “x = s.pop();” of Figure 4. Unlike a mathematical
function, thisrule allows a function to return one of many outputs asis possible in Java.

Context\ assertive_code; T1 %a,; T2 %by; %a, <— a; %b; <-b;

confirm pre [x < %a,] and

O?a,: T1, (0?bs: T2, post[#x <~ %a,, x —?a,, f() <?bd 0 Q’[b —?bd[a —?a,];
Context\ assertive_code; b <—f(a); confirm Q;

where Q'= Q with subgtitutions for %ay, %b;, ?ay, ?b; to avoid name conflicts, and where f()
denotes the returned value of f.

Figure19. A general proof ruletemplatefor verification of function calls

To more fully illustrate the use of the rules, we have included a proof of correctness for transferTop
in the Appendix, and verify a client program that calls transferTop with repeated arguments. The
use of the procedure call rule for the common calling situation is illustrated in verification of calls
to the push and pop operations in the transferTop code. The use of the same call rule when
arguments are repeated is seen in the proof of the client program. The proofs are shown using both
call-by-reference-copying and call-by-swapping approaches to illustrate the impact of the
reference-value distinction.
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4.2. Hybrid Variations

This section considers hybrid variations of the proof rules for parameter passing given above.® The
procedure call proof rule is set up so that all but the first result parameter is ignored when an
argument is repeated in multiple result positions. It is easy to reverse this, i.e., make the last result
be the interesting one, ignoring others, if one chooses to do so by simply rewriting the substitutions
in the last conjunction as Q'[b <« ?byJ[a « 7?a,]; Another aternative is to follow a disciplined
approach when the same argument appears as multiple result parameters. A system in such a case
may give awarning or selectively disallow repetition in arigid or relaxed fashion. Variations more
specific to the swapping and unique references approach include use of parameter modes to
override the strict left-to-right order in which arguments are passed to procedures; for example,
expressions may be evaluated and transferred before other variables are transferred regardiess of
their relative ordering in the list of parameters.

In the case of small objects, such as integers, value copying is cheap. Therefore, such small objects
should be copied and passed by value whether or not arguments are repeated. A multiplication
operation call on integers such asi = mult(j, j) should result inii that is equal toj * j. To achieve this,
languages can introduce specialized parameter modes to allow value copying. In a Java-like version
of RESOLVE, for example, the operation signature would be written as mult(evaluates Integer x;
evaluates Integer y): Integer; and a compiler would interpret the above call as i = mult(Replica(j),
Replica(j)) because the evaluates mode would aert the compiler to expect expressions. When
variables are encountered where expressions are expected, the Replica operation (similar to clone
in Java) is automatically invoked. The language allows variables to be passed for evaluates mode
parameters only when there is a replication operation for the type of the variable. Another variation
IS to use value replication whenever an argument is repeated if a corresponding replication
operation is available.

4.3. Summary of Approaches

This paper can be used to provide a framework for a specification and/or programming language
designer within which to engineer parameter passing, so that one gets efficiency and the expected
effects in typical sSituations, and can trade-off such considerations against complexity. Table 1
summarizes the approaches presented in this paper. When the approaches are combined, obvioudly,
we would also expect a combination of benefits and drawbacks.

®In principle, a language could introduce features to allow specifiers to dictate how each parameter should be passed.
Though such an approach gives maximum flexibility, it also introduces the greatest potential for confusion.
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Approach Benefits Drawbacks

Copy-by-Vaue-Result  Clients may treat all objects as values. Copy operators not available for all non-
trivial objects; value copying isinefficient.

Call-by-Vaue (using Standard approach in programming References are introduced in reasoning

reference variables) languages such as Java. about repeated arguments.

Disciplined (Rigid) Clients may treat al objects as values. Array variables and global variables
cannot be passed as parameters.

Disciplined (Relaxed)  Closer to the standard approach. References are introduced in (static)
reasoning about repeated arguments.

Alias Digpatch Avoids aliasing among formal parameters  References are introduced in reasoning

in a multibody. about repeated arguments. Requires a new

language feature.

Unigue References Client may treat all defined objects as Instead of a genera reference-value

(Linear Typing) values. distinction, a distinction between defined
and undefined (null) objectsis introduced.

Swapping Client may treat all objects as values. Requires a new language feature.

Tablel. A summary of alternative techniquesto handlerepeated arguments

5. Related Work and Summary

In the 1970’s, when pointers were first being introduced into high-level languages, a handful of
papers appeared warning of their detrimental effects on reasoning [22][29]. Hoare introduced
recursive data structures as a partia alternative to references in [23], and Kieburtz proposed
replacing pointers with two low-level data structures—lists and trees—that could encapsulate their
most important behavior [29]. Reasoning about references typically involves considering a common
store that holds object values. Some languages, like Euclid, divide this common store into
collections [27] to aid reasoning, but the reference-value distinction is still needed. Luckham and
Suzuki, working on the specification and verification of Pascal programs, modeled the common
store explicitly in specifications [38]. More recently, Weide and Heym illustrate the use a common
store to specify and reason about Java components [48]. But all of this work introduces a reference-
value distinction and does not support the clean view. In this paper, the “Contents” function serves
as access to the common store.

With the introduction of popular object-oriented programming languages that employed an indirect
model of storage, reasoning about references and the aliasing they caused took on a renewed
significance. A substantial body of work has gone into developing specification languages and
logics geared toward object-oriented programs [1][13][34][35][41]. Some, like IML [34] and
Object-Z [13], use reference semantics to capture object identity, but reasoning in the face of
potential aliasing remains a problem. Smith suggests using alias control techniques to make such
reasoning systems more tractable [47], but such techniques do not themselves support a clean view.
Abadi and Leino introduce a logic to handle object-oriented programs with reference variables in
[1], but admit that the rules are necessarily more complex than Hoare's “in part, because of
aliasing” (p.1). This provides evidence for our goal of supporting a clean view more directly.
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Hogg et. a. surveyed the problem of object aiasing in [25]. Though encapsulation was
characterized as one of the strengths of object-oriented programming [39], Hogg called the notion
that objects provide encapsulation “the big lie of object-oriented programming” ([24], p.271),
pointing to aliasing between modules as evidence to the contrary. Consequently, a number of
proposed solutions to the aliasing problem have focused on encapsulation and alias control in
object-oriented languages. Hogg's islands [24] and Almeida's balloon types [2] are examples of
approaches that aim to encapsulate aliasing by prohibiting external references into an alias
protected object. In their paper on flexible aias protection, Noble, et al., suggested that there was a
better way to provide improved alias encapsulation without limiting the programmer [43]. Their
method is aimed primarily at container objects and is aimed at preventing the exposure of an
object's representation (typicaly its state variables) and ensuring that the object does not depend on
the mutable state of any of its arguments (typically the “ contents’ of a container object). Other aias
control techniques include ownership types by Clarke, which extend the ideas of flexible dias
protection [9], and confined types by Bokowski, which are motivated by security concerns [6].
None of these alias control techniques, however, eliminates aliasing, none eliminates repeated
arguments, and thus all do not directly support a clean view of software. Numerous techniques for
pointer analysis have been proposed, but the computational difficulty of alias detection is high
[28][32]. Such techniques may aid reasoning by helping to avoid extra case analysis when doing
verification, but they do not themselves eliminate the reference-value distinction.

Aliasing appears unavoidable in some situations, like the implementation of typically linked data
structures such aslists and trees. Hoare suggested that languages introduce recursive data structures
to take care of these cases [23], and Kieburtz proposed list and tree recursive data types so that
“computations involving address constants as data can be pushed down to a very low level of
abstraction” ([29], p. 96). These approaches borrow from functional programming, but techniques
for encapsulation of aliasing suggest that similar results may be obtained using methods more
familiar to imperative programmers [2][15][24]. Examples of lists that can be implemented with
references while alowing their objects to be treated as values can be found in [44][46]. Various
low-level components that encapsulate the reference behavior of typically linked data structures
have been proposed [31][44]. Such “pointer” components are not clean because they provide an
indirect model storage, but since their functionality is targeted to linked data structures they are less
likely to be abused than traditional—and more general—pointers.

The use of reference semantics can be confined to low-level components only if aliasing can be
avoided in higher-level components. In languages with reference variables, aliasing is introduced
routinely through assignment and parameter passing. While we have focused on parameter passing
in this paper, some approaches such as linear typing and swapping provide a more genera solution
to data movement. Baker’s linear type system relies on destructive reads for data movement [4].
Once avariable x reads y’s value, y becomes null. Baker’s system applies to functiona languages,
but others have proposed destructive reads in an imperative setting [24][40]. Hogg's paper on
object aliasing mentions the swapping approach [20] as a way to prevent aliasing but notes that it
requires a paradigm shift in programming, cautioning that “it is unclear whether this paradigm can
mesh well with mainstream object oriented programming techniques’ ([25], p.8). In response to
this, Hollingsworth et a. talk about their success with building a commercial product using the
RESOLVE/C++ discipline. Out of 250 components in the system, only 7 used the assignment
operator, the rest using a swap operator. They note that “the ‘different paradigm’ that one must
learn to use swapping effectively is but a minor variant of the traditional imperative programming
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style” ([26], p.13). Deep-copying remains an alternative in languages that provide both value
objects and reference objects. Almeida recommendsit for balloon types and points to optimizations
like lazy evaluation to lessen the performance cost [2], and C++ programmers employ it routinely
for value-like objects [11][42].

It is clear that current programming practice in languages such as Java and C++ introduces
complexity into specifications and reasoning due to an unavoidable reference-value distinction.
Using the example of repeated arguments to procedures, we have shown that there are aternative
approaches to parameter passing that can avoid this reference-value distinction without resorting to
copying. We are optimistic that through such mechanisms the impact of the reference-vaue
distinction can be minimized, alowing programmers to devote more energy to the complexity
inherent in the program, and less to the complexity inherent in the language.
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Appendix A Formal Verification with and without a Reference-Value
Distinction

This appendix contains the following four proofs:

1. A proof of client code with repeated arguments using the clean specification of transferTop in
Figure 14 and the call-by-swapping approach to parameter passing.

2. A proof of correctness for transferTop using the specification and implementation in Figure 14,
the specification for Stack given in Clean_Stack Template (Figure 10), and the call-by-
Swapping approach to parameter passing.

3. A proof of client code with repeated arguments using the specification of transferTop in Figure
8 and the call-by-reference-copy approach to parameter passing.

4. A proof of correctness for transferTop using the specification in Figure 8, the implementation in
Figure 4, the specification for Stack given in Ref_Val_Stack_Template (Figure 7), and the call-
by-reference-copy approach to parameter passing.

Proof #1. A proof of client code with repeated arguments using the clean specification of
transferTop in Figure 14 and the call-by-swapping approach to parameter passing.

We want to prove the following assertive program:

assume |u| = 1;
transferTop(u, u);
confirmu=A;

We need to prove:

{transferTop}\
assume |u| = 1;
transferTop(u, u);
confirmu=A;

By the proof rule for procedure call (Figure 18) this reduces to:

assume |u| = 1;
Stack %us; Stack %uy;
%us :=: u; %u, :=: u;
confirm |%us| > 0 and
O?us: Stack, O0?u.. Stack,
if 2us" o 2u; = %s® o %t and |?ug| = |%us| - 1 then 2ug= A,

By the proof rule for the swap statement” this reduces to:

" The proof rule for swap statement is shown below, where Q[s < t, t < s] denotes simultaneous substitution:
Context/ assertive_code; confirm Q[s < t, t « s];
Context/ assertive_code; s :=: t; confirm Q;
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assume |u| = 1;
Stack %us; Stack %uy;
%us =: U;
confirm |%us| > 0 and
O?us: Stack, [0?u, :Stack,
if U o 2u; = %Ug”T o u and |?us| = |%us| - 1 then ?ug = A;

By another application of the proof rule for the swap statement this reduces to:

assume |u| = 1;
Stack %us; Stack %u;
confirm |u| > 0 and
O?us: Stack, O?u, :Stack,
if (2us” o 2u; = uR o %ug and |?ug| = |u| - 1) then 2us = A;

The proof rule for variable declarations allows us to replace instances of the declared variables that
appear in the confirm statement with their initial values.

confirm |u| > 0 and
[?us: Stack, [?u; :Stack,
if (Pus™ o 2u,=uR o A and |?ug| = |u| - 1) then 2us = A;

Once the assertive code is reduced to an assume statement followed by a confirm statement, we can
replace it by an implication in which the assume clause is the antecedent and the confirm clauseis
the consequent.

luf=10 (ul >0and
O?us: Stack, O?u, :Stack,
if 2us” o 2u; = uR o A and |?us| = |u| - 1 then 2ug= A);

Since |u| = 1 we know that |u| > 0, and |?us| = Ju| - 1 O |?us| = 0, which occurs when ?us = A.

Proof #2: A proof of correctness for transferTop using the specification and implementation in
Figure 14, the specification for Stack given in Clean_Stack_Template (Figure 10), and the call-by-
Sswapping approach to parameter passing.

We need to prove:

{transferTop, push, pop}\

public void transferTop(Stack s, Stack t) {
Object x;
S.pop(x);
t.push(x);

}
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By the proof rule for procedure body declaration (Figure 16) this reduces to:

{push, pop}\
assume |s| > 0;

Object x;
S.pop(x);
t.push(x);
confirm sRot=#s® o #tand |s| = J#s| - 1;

By the proof rule for procedure call (Figure 18) on push this reduces to:

{pop}\

assume |s| > 0;

Object x;

S.pop(x);

Stack %ts; Object %xX,;

%t :=: t; %X, :=: X;

confirm O2ts. Stack, if ?t; = @ox, e %ts then (ST o 2t = #s” o #t and |s| = |#s] - 1);

By the proof rule for swap statement and the proof rule for variable declaration this reduces to:

{pop}\

assume |s| > 0;

Object x;

s.pop(x);

confirm O?tg: Stack, if 2t = Xk t then (s¥ o 2t;= #s" o #t and |s| = |#s] - 1);

By the proof rule for procedure call on pop this reduces to:

assume |s| > 0;
Object x;
Stack %ss; Object %oxy;
%S :=: S; %X, = X;
confirm |%ss| > 0 and
O7?xy: Object, O?sg: Stack, if %ss = [Px[ ?ss then
(O?ts: Stack, if 2t = Px o t then (2ss” o 2t = #s7 o #t and |2s¢| = |#s| - 1)):

By the proof rule for swap statement and the proof rule for variable declaration this reduces to:
assume |s| > 0;
confirm |s| > 0 and
O7?x4: Object, [0?7sg: Stack, if s = [Px,[ ?sg then
(O?ts: Stack, if 2t = Px o t then (2ss” o 2t = #57 o #t and |2se| = |#s| - 1)):
In the confirm clause, s isthe same as#s and t is the same as #t, so this reduces to:

assume |s| > 0;
confirm |s| > 0 and O?x,: Object, O?ss: Stack, if s = [Px,[k ?ss then
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(O2ts: Stack, if ?ts = [Px, o t then (?ss" o ?ts = sR o tand [?s4] = |s| - 1));
Reducing the assume-confirm statement sequence to an implication yields:

[s| >0 0O (Js| >0 and O?x,: Object, 07?s,: Stack, if s = [Px,[k ?ss then
(O2ts: Stack, if ?ts = [Px, o t then (?ss7 o ?2ts = s¥ o t and |?s4] = |s| - 1)));

It suffices to show that each of the following istrue for all ?x,: Object, ?s;: Stack, and ?ts: Stack:

1. |s| > 0implies |s| > O;
2. |s|>0and s = [Px [k ?ss and ?t; = [Pxe t implies 25" o ?2ts = s o t;
3. |s|>0and s = Px[k ?ss and ?t; = Px, [ timplies |?s¢| = |s| - 1;

The first assertions is trivially true. The third is true because s = PxJo ?ss 0 ST = 2s.% o [Px,[] SO
that the equation on the right of the implication becomes ?s.? o Px, 0o t = 25~ o [Px, o t. The third
istrue because s = [Px,[Jo ?ss O |s| = 1 + |?sq].

Proof #3: A proof of client code with repeated arguments using the specification of transferTop in
Figure 8 and the call-by-reference-copy approach to parameter passing.

We want to prove the following assertive program:

{transferTop}\

assume Contents(u) = [&[]
transferTop(u, u);

confirm Contents(u) = [&[]

Contents isamathematical global variable. Such variables are treated similar to parameter, but they
are not programming variables so they are not declared or transferred. Figure 20 shows a proof rule
that has been extended to account for an updated mathematical global variable G:

Context\ assertive_code; T1 %a,; T2 %b,; %a<- a; %b, <-b;
confirm pre [x < %a,, y — %b,] and
O7a,: T1, O?by: T2, O?G: T3, post[ #x — %ay, X —?ay, #y — %by, y <?by, #G — G, G — ?G]
0 Qa —?aJ[b <?bJ[ G —?G];
Context\ assertive_code; P(a, b); confirm Q;

where Q'= Q with substitutions for %ay, %b,, ?ay, ?by, and ?G to avoid name conflicts.
Figure 20. A modified general proof ruletemplate that includes a mathematical global

Applying the proof rule in Figure 20 to the assertive code reducesiit to:

assume Contents(u) = [A0

Stack %us; Stack %u;

%us = u; %u; = u;

confirm |Contents(%us)| > 0 and
O%us: Stack, O?u,: Stack, O?Contents: Location — Str(Object),
%us = ?us and %u, = ?u, and
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if 2us # 2u; then (?Contents(?us)® » 2Contents(?u;) = Contents(?us)® o Contents(?u;) and
|?Contents(?us)| = |Contents(?us)| - 1) and

if ?2us = ?u, then ?Contents(?us) = Contents(?us) and

(dr: Stack, if r # ?2us and r # ?u, then ?Contents(r) = Contents(r)) implies
?Contents(?us) = [A0

The proof rule for reference assignment results in the replacement of %us and %u, with u, and the
proof rule for variable declaration has no affect. The resulting assertive program looks similar to
one that would have obtained if the simpler proof rule (Figure 17) were used in the last step. In the
next proof, we will take a shortcut and combine the proof rule and these steps into one.

assume Contents(u) = [A0
confirm |Contents(u)| > 0 and
O%us: Stack, O?uy: Stack, O0?Contents: Location — Str(Object),
%us = ?us and %u; = ?u; and (
if ?us 2 ?u; then (?Contents(?us)® o 2Contents(?u,) = Contents(?us)® o Contents(?u,) and
|?Contents(?us)| = |Contents(?us)| - 1) and
if ?us = ?u, then ?Contents(?us) = Contents(?us) and
(dr: Stack, if r # ?2us and r # ?u, then ?Contents(r) = Contents(r))) implies
?Contents(?us) = [&l]

Reducing the assume-confirm sequence to an implication yields:

(Contents(u) = [aD O (O?us: Stack, O?u;: Stack, [0?Contents: Location - Str(Object),
u="?us and u = ?u; and
(if ?us # ?u; then (?Contents(?us)® o Contents(?u;) = Contents(?us)® - Contents(?u,) and
|?Contents(?us)| = |Contents(?us)| - 1) and
(if ?us = ?u; then ?Contents(?us) = Contents(?us)) and
(dr: Stack, if r # ?2us and r # ?u, then ?Contents(r) = Contents(r))) implies
?Contents(?us) = [a0;

The consequent contains the assertions u = ?us and u = ?u,, which enables us to reduce this to:

(Contents(u) = [@0 O (O?Contents: Location - Str(Object),
(if u # u then (Contents(u)® o Contents(u) = Contents(u)® - Contents(u) and
|?Contents(u)| = |Contents(u)| - 1) and
(if u =uthen Contents(u) = Contents(u)) and
(dr: Stack, if r £ u and r £ u then ?Contents(r) = Contents(r))) implies
?Contents(u) = [@&f]

Since u = u we can further reduce this to:
(Contents(u) = [a0 O (O?Contents: Location - Str(Object),
?Contents(u) = Contents(u) and

(dr: Stack, if r# u and r # u then ?Contents(r) = Contents(r))) implies
?Contents(u) = [@&f]

Substituting [alfor Contents(u) yields:
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O?Contents: Location — Str(Object), ?Contents(u) = [@Cand
(dr: Stack, if r# u and r # u then ?Contents(r) = Contents(r))) implies
?Contents(u) = &[]

Which is true since ?Contents(u) = [allis on the left hand side of the implication.

Proof #4: A proof of correctness for transferTop using the specification in Figure 8, the
implementation in Figure 4, the specification for Stack given in Ref_Val_Stack Template (Figure
7), and the call-by-reference-copy approach to parameter passing.

We need to prove:

{transferTop, push, pop}\

public void transferTop(Stack s, Stack t) {
Object x;
X = s.pop();
t.push(x);

}

By the proof rule for procedure body declaration (Figure 16) this reduces to:

{push, pop}\
assume |Contents(s)| > 0;
Object x;
X = s.pop();
t.push(x);
confirm s =#s and t = #t and
(if s # t then (Contents(s)® - Contents(t) = #Contents(s)® o #Contents(t) and
|Contents(s)| = [#Contents(s)| - 1)) and
(if s =tthen Contents(s) = #Contents(s)) and
(Or: Stack, if r £ s and r #t then Contents(r) = # Contents(r));

By the proof rule for procedure call (Figure 20) for push, reference assignment, and variable
declaration this reduces to:

{pop}\
assume |Contents(s)| > O;
Object x;
X = s.pop();
confirm O?ts: Stack, O0?x,: Object, O?Contents: Location — Str(Object),
(?ts =t and ?Contents(?ts) = X[ Contents(?ts) and
Or: Stack, if r # ?ts then ?Contents(r) = Contents(r)) implies
(s =#s and ?ts = #t and
(if s # ?ts then (?Contents(s)® o ?Contents(?ts) = #Contents(s)" - #Contents(?t) and
|?Contents(s)| = [#Contents(s)| - 1)) and
(if s = ?ts then ?Contents(s) = #Contents(s)) and
(dr: Stack, if r # s and r # ?ts then ?Contents(r) = #Contents(r)));

Using the fact that ?ts = t, we can reduce this to:

32



{pop}\
assume |Contents(s)| > 0;
Object x;
X = s.pop();
confirm O?Contents: Location — Str(Object),
(?Contents(t) = X[ Contents(t) and
Or: Stack, if r # t then ?Contents(r) = Contents(r)) implies
(s=#sand t=#tand
(if s # t then (?Contents(s)" o ?Contents(t) = #Contents(s)" » #Contents(t) and
|?Contents(s)| = [#Contents(s)| - 1)) and
(if s = tthen ?Contents(s) = #Contents(s)) and
(dr: Stack, if r # s and r £t then ?Contents(r) = #Contents(r)));

We need to apply a proof rule for function assignment that handles mathematical variables. The
ruleisgivenin Figure 21.

Context\ assertive_code; T1 %a,; T2 %by; %a, <— a; %b; <-b;

confirm pre [x < %a,] and

O?a,: T1, O?b: T2, O?G: T3, post[#x — %ay, X —?ay, f() —?bs, #G <G, G —?G]

0 Qb —?bi[a —?a,][G —?Gl;

Context\ assertive_code; b <—f(a); confirm Q;
where Q'= Q with substitutions for %a,, %bs, ?a,, ?bs;, and ?G to avoid name conflicts, and
where f() denotes the returned value of f.
Figure21. A general proof ruletemplatefor verification of function calls

To avoid naming conflicts, we rename ?Contents as ??Contents before applying the rule:

{pop}\
assume |Contents(s)| > O;
Object x;
X = s.pop();
confirm O??Contents: Location - Str(Object),
(??Contents(t) = X[ Contents(t) and
Or: Stack, if r # t then ??Contents(r) = Contents(r)) implies
(s=#sand t=#tand
(if s # t then (??Contents(s)® o 2?Contents(t) = #Contents(s)® o #Contents(t) and
|??Contents(s)| = [#Contents(s)| - 1)) and
(if s =tthen ??Contents(s) = #Contents(s)) and
(dr: Stack, if r # s and r # t then ??Contents(r)= #Contents(r)));
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By the proof rule for function assignment this reduces to:

assume |Contents(s)| > 0;
Object x;
Stack %ss; Object %Xgop;
%Ss = S; Y0Xpop = X;
confirm Contents(s) # A and (O7ss: Stack, U?X,0p: Object, O?Contents: Location — Str(Object),
?ss = %ss and #Contents(?ss) = [PXpopll ?Contents(?s;) and
(dr: Stack, if r # ?ss then ?Contents(r) = #Contents(r))) implies
(Od?7?Contents: Location — Str(Object),
(??Contents(t) = [Px,0p[ ?Contents(t) and
Or: Stack, if r # t then ??Contents(r) = ?Contents(r)) implies
(?ss=#sand t=#t and
(if ?ss # t then (??Contents(?s,)" o 2?Contents(t) = #Contents(?s,)" o #Contents(t) and
|??Contents(?ss)| = [#Contents(?ss)| - 1)) and
(if ?ss =t then ??Contents(?s;) = #Contents(?ss)) and
(Or: Stack, if r £ ?sg and r # t then ??Contents(r) = #Contents(r)));

By the proof rule for reference assignment and variable declaration, this reduces to:

assume |Contents(s)| > 0;
confirm Contents(s) # A and (O7ss: Stack, U?X,0p: Object, O?Contents: Location — Str(Object),
?ss = s and #Contents(?s;) = [PX,op[le ?Contents(?ss) and
(dr: Stack, if r # ?s; then ?Contents(r) = #Contents(r))) implies
(Od?7?Contents: Location — Str(Object),
(??Contents(t) = [Px,0p[ ?Contents(t) and
Or: Stack, if r # t then ??Contents(r) = ?Contents(r)) implies
(?ss=#sand t=#t and
(if ?ss # t then (??Contents(?s,)" o 2?Contents(t) = #Contents(?s,)" o #Contents(t) and
|??Contents(?ss)| = [#Contents(?ss)| - 1)) and
(if ?ss =t then ??Contents(?s;) = #Contents(?ss)) and
(Or: Stack, if r £ ?sg and r # t then ??Contents(r) = #Contents(r)));

Using the fact that ?ss = s ssimplifies the assertive code to:

assume |Contents(s)| > 0;
confirm Contents(s) # A and (0?X,0: Object, O?Contents: Location — Str(Object),
#Contents(s) = [Pxyop[ ?Contents(s) and
(dr: Stack, if r # s then ?Contents(r) = #Contents(r))) implies
(Od?7?Contents: Location — Str(Object),
(??Contents(t) = [Px,0p[ ?Contents(t) and
Or: Stack, if r # t then ??Contents(r) = ?Contents(r)) implies
(s=#sand t=#tand
(if s # t then (??Contents(s)? o 2?Contents(t) = #Contents(s)" - #Contents(t) and
|??Contents(s)| = [#Contents(s)| - 1)) and
(if s = tthen ??Contents(s) = #Contents(s)) and
(dr: Stack, if r# s and r # t then ??Contents(r) = #Contents(r)));



Reducing the assume-confirm sequence to an implication and eliminating the # symbols yields:

|Contents(s)| > 0 O Contents(s) # A and (U?X,0p: Object, ?Contents: Location — Str(Object),

Contents(s) = [Pxpop e ?Contents(s) and

(Or: Stack, if r # s then ?Contents(r) = Contents(r))) implies

(Od?7?Contents: Location — Str(Object),

(??Contents(t) = [Px,0p[ ?Contents(t) and

Or: Stack, if r # t then ??Contents(r) = ?Contents(r)) implies

(s=sandt=tand

(if s # t then (??Contents(s)" - ??Contents(t) = Contents(s)® - Contents(t) and
|??Contents(s)| = |Contents(s)| - 1)) and

(if s =t then ??Contents(s) = Contents(s)) and
(Or: Stack, if r £ s and r £t then ??Contents(r) = Contents(r)));

This complex expression has the form:
Os, t: Stack, O?xp0p: Object, O?Contents, ??Contents: Location — Str(Object),
|Contents(s)| > 0 O Contents(s) # A and

(first_antecedent implies (second_antecedent implies consequent));

Therefore, it suffices to prove Us, t: Stack, 0?x,.p: Object, and O?Contents, ??Contents: Location
- Str(Object), that:

1. |Contents(s)| >0 O Contents(s) # A
2. |Contents(s)| > 0 and first_antecedent and second_antecedent [J consequent

Thefirst assertion is clearly true. The consequent in the second assertion can be broken down into
four separate assertions:

1. s=sandt=t

2. if s #tthen ??Contents(s)® » ??Contents(t) = Contents(s)® - Contents(t) and
|??Contents(s)| = |Contents(s)| - 1

3. if s=tthen ??Contents(s) = Contents(s)

4. [r: Stack, if r #s and r £t then ??Contents(r) = Contents(r)

Assertion (1) istrividly true.

To deal with assertion (2), assume that s # t. Using the string equalities from the first_antecedent
and the second_antecedent we can simplify the string equality in assertion (2) asfollows:

??Contents(s)® o ??Contents(t) = Contents(s)" - Contents(t)
apply string equality from second_antecedent

??Contents(s) o [PXyep ?Contents(t) = Contents(s)® o Contents(t)
apply string equality from first_antecedent

??2Contents(s)" o [Pxyople ?Contents(t) = ((Pxy0p e ?Contents(s)) ® o Contents(t)
apply string manipulation

2?Contents(s) o [Pxyople ?Contents(t) = ?Contents(s) ® o [Pxyp e Contents(t)
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The frame propertiesin the second_antecedent and the first_antecedent allow us to conclude that
??Contents(s) = ?Contents(s) and ?Contents(t) = Contents(t) respectively. Thus the string equality
In assertion (2) istrue. The numeric equality in assertion (2) also simplifies.

|??Contents(s)| = |Contents(s)| - 1
apply string equality fromfirst_antecedent
[??Contents(s)| = |PXpep e ?Contents(s)| - 1
apply string properties
|??Contents(s)| = 1 + |?Contents(s)| - 1

Again, the frame property in the first_antecedent allows us to conclude that ??Contents(s) =
?Contents(s). Therefore assertion (2) istrue.

Assertion (3) works under the assumption that s = t. Substituting s for t in the string equality from
the second_antecedent and combining it with the string equality from the first_antecedent will
yield the string equality in assertion (3).

Assertion (4) follows directly from the frame properties in the first_antecedent and the
second_antecedent.

36



