Department of Computer Science Computer Usage Policy

1. Do not allow anyone else to use your account.  Your account was issued for your exclusive use, to pursue specific course work requirements or sponsored projects.  You may be held accountable for computer resource misuse.

2.    Do not engage in computer hacking activities.

· Do not attempt to access any computer system that you are not authorized to use.

· Do not retrieve or attempt to access any computer password files.

· Do not use or possess password-cracking software.

3.
Do not store files or data related to specific course work requirements or approved research projects.  This restriction specifically includes graphic image files (e.g., gif and roster files) and audio files.

4. Do not play games on departmental machines.  Computing resources are reserved for academics and research.

5. Do not lock the screen on any laboratory workstation, or otherwise obstruct access so as to reserve a machine for your exclusive use.

6. Do not leave a login session unattended.  Log off if you must leave the lab.

7. Do not send multiple copies to laser printers.  Print a single original and make copies on a photocopier.

8. Do not print source code listings or debugging printouts on laser printers.  Use a line printer instead.

9. Computerized forms of harassment will not be tolerated.

· Do not interfere with another user’s terminal session, electronically or by hands-on tampering.

· Do not use E-mail or any other means of computer communication to stalk or harass anyone.

· If you discover a deserted login session, log that account off immediately.  Any other use of that account is unauthorized.

10. Do not power down, reboot, or attempt to repair any laboratory workstation.

11. Send e-mail to userid ‘help’ describing system or printer problems.  Do not mail requests to ‘help’ for debugging, programming or system usage assistance.  Direct such questions to our lab monitor, TA or professor.

Guidelines for Choosing a Secure Password

· Don’t use your login name or first or last name in any form (as-is, reversed, capitalized, doubled, etc.)

· Don’t use a password of all digits, or all the same letters.

· Don’t use a word contained in English or foreign language dictionaries, spelling lists, or other lists of words.

· Don’t use a password with mixed-case alphabetic and non-alphabetic characters, e.g., digits or punctuation.

· Do use a password that is easy to remember, so you don’t have to write it down.

· Do use a password that you can type quickly, without having to look at the keyboard.  This makes it harder for someone to steal your password by watching your shoulder.

Here are several methods for choosing secure, easy-to-remember passwords that conform to the above rules:

· Choose a line or two from a song or poem, and use the first letter of each word.  For example, “In Xanadu did Kubla Kahn a stately pleasure dome decree” becomes “IxdKKaspdd”.

· Alternate between one consonant and one or two vowels, up to eight (8) characters.  This provides nonsense words that are usually pronounceable, and thus easily remembered, Example: “routboo”, “quadpop”, and so on.

· Choose two (2) short words and concatenate them with a punctuation character, for example “dog;rain”, “book+mug”, “kid.goat”.

