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Abstract

Inthis paper, we propose an adaptive self- stabilizing algo-
rithm for producing a d-hop connected d-hop dominating
set. In the algorithm, the set is cumulatively built with
communication requests between the nodes in the net-
work. The set changes as the network topology changes.
It contains redundancy nodes and can be used as a back-
bone of an ad hoc mobile network.
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1 Introduction

A mobile ad hoc network is an interconnection of mo-
bile computing devices (mobile clients) where the link
between two neighboring nodes is established via radio
propagation; two nodes are neighbors in the network and
can communicate directly when they are within transmis-
sion range of each other and radio propagation condition
in the vicinity of these nodes is adequate. Communica-
tion between non-neighboring nodes requires a multi-hop
routing protocol [1, 2]. Although mobile ad hoc networks
have been mainly used in military applications, they are
being increasingly used for civilian applications such as
virtua class rooms, wireless local area networks, and law
enforcement. It is predicted that in the future such ad
hoc networks in collaboration with cellular and overlay
networks will provide a ubiquitous computing environ-
ment [3]. A connected dominating set in an undirected
graph is defined to be a set of vertices such that every ver-
tex not belonging to the set is adjacent to some vertex in
the set, and the subgraph induced by the vertices in that
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set is connected. Construction of a connected dominating
set in an ad hoc network is useful since it is necessary to
maintain information about this set (in stead of the entire
network) only to be used as abackbonefor routing. Inthis
paper, we propose a self-stabilizing distributed algorithm
to compute a set of vertices which could serve as the net-
work backbone and which are known as d- hop connected
and d-hop dominating. Please see [4] for al the related
definitions and properties of those sets. The main feature
of our algorithm is that the protocol can adapt to a mo-
bile network when the underlying network has a dynamic
topology.

2 Distributed Routing Protocol

Each node in the network hasauniqueid 1,- - -,n. Whena
node transmits a message, the nodes in the coverage area
of the sender can simultaneously receive the message. If
node: isin the coverage area of node j, nodei iscalled a
neighbor of node j. In such networks, al of the nodes are
mobile and so the infrastructure for message routing must
be self-stabilizing and adaptive.

Let G = (V, E) beaconnected graph with vertex set 1/
andedgeset E. Letuw and v € V(G) betwo vertices. Let
0(u,v) be the distance between vertex v and v. Let G4
denote the d-closure of G.

Definition 1 Ad-closureof agraph G hasthe same vertex
set as G. Theedge set of G4 is: Vu,v € V(G), thereis
an edge connect w and v in G4 iff 0 < §(u,v) < dinG.

Definition 2 A set S C V is a d-hop dominating set of
G if it is a dominating set of G4. We say S is d-hope
connected if it isconnected in G 4.

A distributed algorithm was proposed in [5] for con-
structing a connected dominating set in a connected graph
of radius at least two. The paper also introduced the
"shortest path property”.
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Definition 3 Let set S C V' be a connected dominating
set. If any two verticesin G can be connected by a shortest
path consisting solely of vertices from S, then S has the
shortest path property.

Authorsin [4] further introduced a d-CDS agorithm.
They proved that a d-hop connected d-hop dominating set
has shortest path property if the radius of the graph is at
least d+1.

The above algorithms calcul ate the whole set of nodes
at the beginning and permit only limited perturbation.
When the maobile network constantly drastically changes,
repeated cal culation overhead isincurred.

In this paper, we present an adaptive distributed self-
stabilizing algorithm to construct a dynamic set of nodes
to be used as routers in the network. The set is dynamic
and serves the purpose for mobile network. We show that
the protocol stabilizes to produce a d-hope connected d-
hop dominating set that covers al the need of communi-
cation in the network. We include redundancy factor to
further tolerate network mobility.

3 System Model

1. A data link layer protocol at each node P; main-
tains the identities of its neighbors[6, 7] in somelist
Neighbor s(P;); this data link protocol also supports
logical links between neighbors and ensures correct
message transmit. The protocol informs the upper
layer of any creation or deletion of logical links as
the node moves.

2. The topology of the ad hoc network is modeled by
an undirected graph G = (V, E), where V is the
set of nodes and E is the set of logica links be-
tween neighboring nodes. We assume for smplic-
ity that all links are bidirectional. Nodes in the net-
work may leave or join the network. We assume such
changes are detected and handled by link layer pro-
tocol of the neighboring nodes by updating their lists
of Neighbors(P;). We assume the transient link fail-
ures are also handled by the link layer protocol. The
network graph is dynamic. Both the node set and the
edge set may change over time.

3. The change in topology is arbitrary but satisfies the
Liveness property [7] : if there are pending messages
for a processor p;, then processor p; remains aive
and the network topol ogy stays constant long enough
to guarantee that p, receives at least one of the mes-
sages and acknowledges the receipt before any fur-
ther change of the network.

Figure 1: An Example Network

4, Assuming there is a data transmit protocol to send
and receive data messages after a set of selected
router nodes is identified by this algorithm. Our pre-
sentation of the algorithm concentrateson the routing
section.

3.1 Proposed Approach

1. The basic idea of the algorithm is to adoptively pro-
duce the desired d-hop connected d-hop dominating
set. The selected node set does not adjust to network
changes by floods of messages and calculations. In-
stead, the algorithm adjusts to a suitable d-hop con-
nected d-hop dominating set step by step with the
communication requests.

2. Assuming at the beginning of the algorithm, thereis
some random data stored at each node. If a node
requests to communicate to another node and there
is no route between them in its routing table, it will
send a new request. If this requested path is not yet
covered by the existing d-hop connected d-hop domi-
nating set, those nodes lying in between the path will
modify their local routing table and some of them
will change their status as selected. Thus, after the
request the pair of nodesis covered by the current set
until the network changesto invalidate the route.

We show an example that the d-hop connected d-hop
dominating set changes as the network changes in Fig-
ure 1. At the beginning, the left network has one se-
lected node 3. Any nodein the network may communicate
through node 3 with another node that is not immediately
in its neighborhood. If the other node is in the neighbor-
hood, there is no need to seek aroute. The changed net-
work at a later time is shown on the right side. Node 4
is selected in the new network because node 3 no longer
coversall the shortest paths of the pairs of nodes.



4 Proposed protocol

4.1 Data Structure

We assume that there is a maximum of » nodes over time.

1. DCDS[1 n] is a Boolean array. The value
DCDS,j] istrueif node j isamember of the router
node set from node s knowledge.

2. PATHI1 : n]isanarray of node IDs. Thefirst and
last entries are the unique | Ds of the starting and end-
ing nodes. Theentriesin between represent the nodes
in the path.

3. R[1 : n] isan array of two-tuples of source node
and destination node. This array indicates the paths
that are covered by the sending node without the de-
tailed path. This array reflects and is based on the
ROUTI1 : n] table of the node.

4. ROUTI|1 : n] isarouting table. Each entry of the
array is a three-touple of a path length, the shortest
P AT H from asource node to adestination node and
alist of router set nodes through which the network
may route the path. We denotethelist CNT whichis
alist of nodeIDs.

5. Neighbors[l : n] is a Boolean array. The vaue
Neighbors;[j] is true if node j is within one hop
communication distance from node i in the mobile
ad hoc network. This array is maintained by a data
link layer protocol.

4.2 Message Types

This protocol involves only the routing procedure of the
ad hoc mobile network. Thusthe messagetype hererefers
to those related control messages.

(1) INIT(,7,path) The message indicates that the
sender node i requests a new rout to the destination
node j. The path parameter records the path between
node ¢ and the receiving node. For example, when node
sends the message to a neighbor &, the parameters are
INIT(,j,{i,k}).

(2) ACK(7,7,path) An INIT message arrives at the des-
tination node, the destination node responses with this
message. The definitions of the parameters are the same
asinthe INIT message. The path isended with 7 and ;.

(3) FAIL(4,7,path) When a message cannot be trans-
mitted following the supplied path, the node sends this
message. The definitions of the parameters are the same
asinthe INIT message. The path isended with 7 and ;.

(4) ANNONCE(:,R[1 :]) This message broadcasts the
routing table of anode. Thisis used to redefine the router
node set in the network.

(5) ANNONCE(i, DCDS]1 : n]) This message broad-
casts the modified router node set information.

4.3 System Primitives

The following primitives are used in the pseudo-code
given in the next section. They are used to simplify the
presentation of the algorithm.

1. send(source,destination)
There are two types of send primitivesin the presen-
tation, unicast and broadcast. We assume there is
some underlying mechanism to broadcast messages
throughout the network. The unicasting sends a mes-
sage to another node either by an underlying unicast
protocol or recursively by this routing a gorithm.

2. insert(entry,array) This operation insert the entry
into the array.

3. delete(entry,array) This operation delete all occur-
rences of the entry from the array.

4, update(path,array) The update operation removes
al entries with the same sender and destination nodes
as path fromthe array. Thenthe path isinserted.

4.4 Algorithm Description

The procedure Send-To-Neighbors assumes the function-
ality of sending a message to the neighbors. For conve-
nience of explanation, we use the following notations for
parameters. The sender-node and dest-node are IDs of
these nodes. The parameter type is an integer uniquely
identifying one of the five message types. The parame-
ter path isa PAT H data structure. The parameter d is
the path length parameter for the d-hope connected d-hop
dominating set. Assuming the ID of thisnodeisi.

Procedure Send-To-Neighbors(sender-node, dest-node,
type, path, d)

begin
if type isinit and dest-node & path
fork=1ton
do

if Neighbors[k] =trueand k ¢ path
send INIT(sender-node, dest-node, path ap-
pended with k) to k;
return;
done
if path[0] =sender-node
then x = pathli — 1], y = path[i + 1];
elsex = pathli + 1], y = pathli — 1],
if type = ack and Neighbors|z] =true
then send ACK (sender-node, dest-node, path) to z;



elseif type = INIT and Neighbors[y] =true
then send INIT(sender-node, dest-node, path) to y;
else
send FAIL (sender-node, dest-node, path) to x;
end
The procedure route attempts to route a message based
on local routing table ROUT. Assuming this router node
is¢. The definitions of the parameters are the same as the
previous procedure.
Procedure route(sender-node, dest-node, type, path, d)
begin
if Vroute € ROUT, sender- nodeZ route or dest-
node¢ route
or type = FAIL
then delete(path, ROUT);
send ANNONCE(i,ROUT;[1 :]) message;
call Send-To-Neighbors(sender-node, dest-node,
type, path, d);
return;
path is the route for sender-node and dest-node in
ROUT;,
if type =INIT
then cal Send-To-Neighbors(sender- node, dest-
node, init, path, d);
if type = ACK
then send ACK(sender-node, dest-node, path) to
sender-node;
end
The procedure Insert-Info adds the new information
into the ROUT1 : n] table, and pruneslonger paths. As-
suming the procedureis running on nodei.
Procedure Insert-Info(path)
begin
if path ¢ ROUT or length of path < length of
route € ROUT
then insert(path,ROUT), delete(route, ROUT);
x = path[0], y = path[length — 1];
Ventriese € ROUTIL :], e[0] = z or ellength — 1] =
Yy
if length of path + e < length
then insert or update(path, ROUT);
if |pathlength < d| # previous cardinality
then Vpath € ROUT
R = new Array;
insert((path|0],pathllength — 1]),R);
send ANNONCE(i,R[1 :]) message;
end
The procedure Is-Privileged adjusts local routing table
and decides whether the node is a member of the router
node set. The parameter  identifies the sender node of
the R[1 : n] array which is the second parameter of the
function. d is the parameter for d-hop connected d-hop
dominating set. m is a redundancy factor. Each path in

the network is covered by no more then m nodes from the
d- hop dominating set.
Procedure |s-Privileged(k, R][1 : n], d, m) : Boolean
begin
Vtouple € Ryl ‘]
Vpath € ROUT;[1 ¢
if touple equivalentsto path
then insert(k,CNT of path)
if & € CNT of path and the corresponding
touple & Ry,
then delete(k,C NT of path)
if DCDS;[i] =false and Jentry € ROUT;, where
lengthof CNT < m
then DC'DS;[i|=true;
else if DCDS;[i] = true and Ventry € ROUT;,
lengthof CNT > m
then DC'DS;[i]=false;
elsereturn DCDS;i];
end
A node i in the network runs the following procedure
for routing control periodically, assuming the messages
are stored in incoming message buffer.
Procedure dCDS-daemon(d, m)
begin
if receivean INIT/ACK/FAIL (5,k,path) message
if messagetypeis ACK and thisnodeis k
then return to the calling send(%,;) Procedure;
if messagetypeisFAIL and thisnodeis j
thenreturn;
if DCDS;[i] =trueand k € path
then cal route(j,k,type,path,d);
elseif messagetypeisINIT and thisnodeis k
then call Send-To-Neighbors(k, j, ack, path, d);
else
cal Insert-Info(path);
call Send-To-Neighbors(y, &, type, path, d);

elseif receive an ANNONCE(k,R[1 :]) message
boolean tmp = DC DS, [i;
Is-Privileged (k, R[1 3], d, m);
if DC'DS,;[i] # tmp
then Send ANNONCE(:, DCDS|1 :]);

elseif receivean ANNONCE(i, DCDS[1 : n])
then for index = 1ton
do
if DCDS,[index] # DCDS;lindex]
then DCDS,[index] = DCDS;[index] ;
done
end
If a node ¢ intends to start a link with node j, it first
search its ROUT table. If the entry is not valid, it runs
the following procedure. The parameters ¢ and j denote



the IDs of the sender and destination nodes.
Procedure dCDS-send(i,,d)
begin
for index = 1ton
do
if DC'DS,;[index] =true
then send INIT(¢,5,{é,index}) to node indezx.
done
while (true)
walit(t,);
if received ACK(j,i,-)
then proceeding transfer message;
return;
elseif received ANNOUNCE(K,DCDS]1 :])
then for index = 1ton
do
if DCDS,[index] =falseand
DCDSylindex] =true
then DCDS;[index] = DCDSylindex];
send INIT(¢,7,{i,index}) to node indezx.
done
else call Send-To-Neighbors(i, j, init, i, d);
end

5 Correctness Proof

Lemma 1l If the set of the selected nodes does not cover
a path from node x to y, then the selected node set covers
it after a request from node x to y.

Proof : If thereis no known route from a node « to an-
other node y, then the node « has to incur extra overhead
to find the route. This may be resulted from the mobil-
ity property of the network. A previously known path is
invalidated. When the node x reguests a route to node y,
the procedure dCDS-send will send INIT requests to all
the nodes that are in the dCDS set. Because none of the
selected nodes knows this route, this will trigger a broad-
cast in the network. After the broadcast message reaches
the destination node y, the path is added to the routing ta-
bles of the nodes alone the path. Some node lying in the
path between = and y will call Is-Privileged function and
select themselves into the d-hop connected d- hop dom-
inating set. Therefore, the selected nodes now cover the
communication pair x and y. |

Lemma 2 If the source and destination nodes are in a
connected mobile ad hoc network which satisfies the live-
ness property, the protocol will produce a route with
length at most d - the diameter of the network.

Proof: Thisfollowsfrom the proceduredCDS-send and
lemma 1. That is: if the path is covered by the existing
selected node set, the communication request can be ac-
complished without any overhead. If such a path is not
or no longer covered by the set, by lemma 1, the commu-
nication request will trigger a round of broadcast and the
path will be covered afterwards. In both cases, therouteis
shorter than d because the agorithm will only add those
paths that are shorter than d into routing table. O

Theorem 1 The protocol creates and maintains a router
set with redundancy in the mobile ad hoc network.

Proof : By lemmaZ2, the proposed algorithm s self- sta-
bilizing. If arequested route is covered by the existing
selected node set, then a communication can be carried
out without additional overhead. As the network changes,
the previous valid routes may become invalid. However,
from lemma 1, once a path for this route is requested, the
selected d-hop connected d-hop dominating set will cover
it afterwards. Such operations trigger a round of broad-
cast thus incur extra overhead. However, this overhead
is distributed over time to accommodate the changing na-
ture of the underlying mobile network. Conceptually, over
a period of time the algorithm adjusts the selected d-hop
dominating set to satisfy communication request and re-
flect the dynamic underlying mobile network. |

6 Performance Analysis

We show an exampl e of this protocol in Figure 2. Assume
intopology (a), the 3CDS set contains some random nodes
initially. Notice the parameter d is 3. Without lost of gen-
erosity, we assume the set is 2,3. Then node 1 requests
to communicate with node 7 and 8, by calling procedure
dCDS-send. Node 1 sends INIT messages to both node 2
and 3. The dCDS- daemon programs at node 2 and 3 call
Send-To-Neighborsand trigger around of broadcast. This
is because when the nodes in the previous dCDS set re-
ceive the request, they do not know such route and will
call the procedure route. This will trigger the reconfig-
uration of the dCDS set in the network. After the des-
tination nodes 7 responds to the broadcast message, the
Is-Privileged functions self-elected the new 3CDS set to
include node 6. Then the path between node 1 and 7/8 are
in the 3CDS set, shownin Figure2 (a). Thus nhode 1 com-
municates with node 8 can proceed without any overhead.
After this, node 2 attempts to communicate with node 4
which causes node 5 to be added into the set. Node 3
then communicates with node 7 and 8 without any 3CDS
set configuration overhead. Thisis because such route is
stored in node 6.



(©)
Figure 2: Protocol Execution

The topology then changesto (b) in our example, show
inFigure2. The3CDSset isstill validin the new network.

After the network changesto (c), notice that the new d
parameter is 4 now. The algorithm will realize this new d
value over time as the routes in the routing tables in the
nodes adjust. Then node 2 requests to communicate with
node 4 which can be handled by the existing 4CDS set.
Thus no extra overhead isincurred. When node 2 requests
to communicate with node 7, node 1 is added to the new
4ACDS set as aresult.

Obviously, such a scheme avoided the repeated over-
head of recal culating the complete dCDS set, which is not
always suitable for a constantly changing mobile network.
The parameter d isthe diameter of the current mobile net-
work.

Definition 4 Message cost is the total number of mes-
sages sent between all pairs of mobile nodes that are
within direct communication distance.

Lemma 3 If two nodesthat wish to communicate are cov-
ered by the current dCDS set in the network, then no extra
overhead is incurred. If the request of communication is
not yet covered by the current dCDS set in the network,
the message cost for routing is of order O(n).

Proof : Let m be the redundancy factor and d be the
diameter of the network. In the protocol, each path is cov-
ered by no more then m nodesin the dACDS set. The INIT
message is passed to n nodes in the network. The corre-
sponding broadcasting messages are sent O(n) times. The
broadcasting for reseting the dCDS set has a cost O(mn).

Notice the redundancy factor m is a constant. Thus the
total number of message cost for such a routing overhead
isno morethen O(n). O

Remark 1 Theresulting d-hop connected d-hop dominat-
ing set sizeissmall over time becauseit covers a subset of
nodes that requested links. If the network is fixed and the
redundancy factor is set to be 1, then the size of the dCDS
set is of the same size of existing protocol producing such
set such as GDCDSalgorithm [4].

Remark 2 The bigger the redundancy factor, the bigger
the resulting dCDS set size. However, at the same time,
with a bigger dCD set, it isless likely to incur overhead
to reconfigure the dCDS set when the network changes
(perturbation). The optimal redundancy factor various
depending on the real situation of the mobile network.

Remark 3 The cumulative routing path length is less
than parameter d (usually set to the diameter of a net-
work) of the dCDSset. As shown in the paper, this scheme
satisfies the d- shortest path property.

7 Experimental Study

We analyzethe efficiency of the proposed adaptiverouting
agorithm by comparing it to GDCDS algorithm [4]. Let
n be the number of nodes in the testing ad hoc mobile
network. We use the term combined cost to compare the
over al efficiency of aagorithm. The combined cost is a
weighted sum of cost factorsin the process of achieving a
router set. These costs include the number of packets sent,
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Figure3: R — Ry plot, R, = 0.10and R — Ry plot, Ry = 5

the overall data transmission needed and the overall time
overhead incurred.

In GDCDS agorithm, when the network topology
changes, several rounds of broadcasts are triggered to
achieve a new configuration of the routing nodes. Let
costapcps be the combined cost of a complete recon-
figuration of the d-hop connected d-hop dominating set.
Let papops be the probability of a communication re-
quest that triggers a new round of complete reconfigu-
ration. Let magpops be the mean cost: mapeops =
costapepspPapeps- Notethat the equation assumesthat
no extra overhead is incurred if the existing router set can
resolve the routing request.

For our approach, let cost 4 be the combined cost of
an adaptive reconfiguration of the d-hop connected d-hop
dominating set. Let p4 be the probability of a communi-
cation request that triggers anew round of adaptive recon-
figuration. Let m 4 bethe mean cost: m 4 = cost apa.

We observe that papeps < pa and costgpeps >
costa. This is because the completeness of reconfig-
uration by the GDCDS algorithm. Let rate R; =
costapeps/costa. Letrate Re = papops/pa. Rate
R, istheratio of the combined cost of the two algorithms.
It is greater than 1. Rate R- isthe ratio of the probability
of incurring overhead in the two algorithms. It isless than
1. Letrate R = mgpeps/ma. Clearly, R = RiR».
As an indicator for evaluation, the bigger R, the better the
adaptive approach over GDCDS agorithm. The results
are shownin figure 3.

8 Conclusion

We have proposed a new distributed al gorithm to compute
the dominating sets that provide the backbone of the rout-
ing in a mobile ad hoc network. We have provided very
preliminary results about the performance of the proto-

col; extensive simulation studies are being currently car-
ried out.
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