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Chapter 1

Self-Stabilizing Distributed Systems &

Sensor Networks

The purpose of this chapter isto provide abrief description of the basic models of self-stabilization
that have been used in designing fault tolerant distributed algorithms; and then, to detailed de-
scription of models for sensor networks [Her03b], P2P networks [DGRS03] and cooperative mo-
bile agents [GhoO1] and (3) to critically evaluate how efficiently the standard models of self-
stabilization can be used to design fault-tol erant protocol sfor mobile environments[Her03b, DGRS03,
Gho01] in presence of mobile clients (along with their constraints like low battery power, unreli-
able communication medium, frequent disconnection and reconnection characteristics. We show
how the standard models of self-stabilization can be modified to accommodate the requirements of

a sensor network and provide a couple of example protocols. We a so explore designing protocols
for some simple global primitives using the modified models [GHJS03].

1.1 Distributed Systems

A distributed system essentially consists of a number of autonomous computers (with their own
hardware and software) that are connected to each other to form a communication network. Even
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2 CHAPTER 1. SELF-STABILIZING DISTRIBUTED SYSTEMS & SENSOR NETWORKS

though it may be connected to other computers, each computer can run its applications indepen-
dently of the others, while the networking software (and hardware) provides the functionalities
as database systems, and shared storage (data and code). Typically, there is no shared memory
and communi cation between two connected nodes (sites) isimplemented through explicit message
passing. An important characteristics of the systemisthat it presentsto the user, at any of the par-
ticipating sites, a view of a single, highly reliable program, thus making the decentralized nature
of the hardware and the software transparent to the user. The challenge of developing software,
hardware and network interfaces becomes more formidable because of the need to dynamically
respond to failures and subsequent recoveries.

In the last decade we have seen excellent growth in the areas of client server and networked
personal computing systems. In the next phase of distributed computing, we will probably see
a growth in the area of mobile computing systems where a very close coupling (coordination) is
necessary between alarge number of applications running on different platforms across the globe,
where the computing nodes are no longer stationary in space and they frequently enter and leave
the system. In addition to mobile computing systemsin general, large scale sensor networks, coop-
erative peer-topeer (P2P) networks, and cooperating mobile agents are all example settings where
distributed computing isindispensable. Cellular networks and sensor networks consist of a collec-
tion of alarge number of identical relatively low-powered nodes, with limited communication and
computing capabilities. An important charateristics is that the nodes are distributed at random, or
even with some a-priori planning, but at any time some of them may not be available, and there
is only one channel for message transmission between nodes and base stations. A peer-to-peer
network is a dynamic, and scalable, set of nodes (peers), where the objective is to distribute the
cost of storing and sharing large amounts of data. “Each peer can join or leave the system at any
moment, and can communicate with any other peer under the only hypothesis that the two peers
are aware of each other. The main characteristics of peer-to-peer systems are the ability to pool
together and harness alarge amount of resources, self-organization, |oad-bal ancing, adaptation and
fault-tolerance” [GRSO03].

The communication network architecture is a key component in a distributed system and its
characteristics are fundamental to the performance of the applications running on that system.
In the past, the relative performance of the communication system has lagged behind that of the
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computing engine, but the advent of fiber optics and gigabit networking have started to close the
gap. The class of applicationsthat can be cost effectively implemented on distributed systems has
broadened, and the intra-nets are now more popular then ever before.

1.2 Fault Tolerancein Mobile Distributed Systems & Self-Stabilization

Two of the most desirable attributes of the modern mobile distributed systems are fault tolerance
and scalability. We need systems designed so that they can recover from transient faults sponta-
neously and reconfigure (scale) themselves without any need for external intervention.

A common approach to designing fault tolerant systems is to mask the effects of the fault.
However, fault masking is not free; it requires additional hardware or software and it considerably
increases the cost of the system. This additional cost may not be an economic option, especialy
when most faults are transient in nature, and a temporary unavailability of a system service is
acceptable. Self-stabilization is arelatively new way of looking at system fault tolerance, which
provides a “built-in-safeguard” against “transient failures’ that might corrupt the data in a dis-
tributed system.

The objective of self-stabilization is (as opposed to masking faults) to recover from faults in
a reasonable amount of time and without intervention by any external agent. Self-stabilization
is based on two basic ideas: first, the code executed by a node is re-entrant, incorruptible (as if
written in a fault resilient memory) and transient faults affect only data locations; second, a fault
free-system behavior isusually checked by eval uating some predicate of the system state variables.
The checking oracle may be complex but is not part of the self-stabilizing algorithm design. Every
node has a set of local variables, whose contents specify the local state of the node. The state of
the entire system, called the global state, is the union of the local states of al the nodes in the
system. Each node is alowed to have only a partial view of the global state, and this depends on
the connectivity of the system and the propagation delay of different messages. The objectivein a
distributed system isto arrive at a desirable global final state called alegitimate state.
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1.2.1 Requirements of Self-Stabilization

There exist several models for self-stabilization; we present here only the basic common concepts
of these models. The state of anodeis specified by itslocal variables. The system state is a vector
of all local states of the participating nodes. We use 7 to denote the set of all possible system
states. A system state is either legitimate or illegitimate. The precise specification of a legitimate
state depends on the algorithm, but as a genera rule, when the system isin alegitimate it has the
property required by that application. To allow system recovery after transient faults, each node
executes repeatedly a piece of code. This code consists of a set of rules:
begin
rule

rule
end

Each rule has the form:
(Iabel) [guard]: <program>;

A guard is aboolean expression of the variables that the processor can read: its own variables and
the variables of itsneighbors. The program part of aruleisthe description of the algorithm used to
compute the new valuesfor local variables. If the guard of aruleistrue, that ruleis called enabled.
When at least one rule is enabled the node is privileged. An execution of a enabled rule is the
determination of the new node state value using the algorithm described by the program part of the
rule. A move of anode isthe execution of a nondeterministically chosen enabled rule.

In other words, thereisarelation R C 7 x 7 suchthat if (s;, s¢) € R, then (i) the states s;, s
differ by asingle node x value, and (ii) if the system isin state s; there is a enabled rule of node x
such that after execution of the corresponding code, the system isin state s ;. A system evolution
E = (s:)ie1, Isafinite or infinite sequence of moves such that (i) if (s;, s;11) isaconsecutive pair
of statesin £ then (s;, s;+1) € R, and (ii) if the system evolution has a finite number of states, s ¢
being the last one, then thereisno state s € 7 such that (s, s) € R.

To prove the correctness of a self-stabilizing algorithm, the conditions of closure and the con-
vergence must be shown. The closure property means that when the system isin alegitimate state
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the next state is always a legitimate state. The convergence property means that for any state and
for any sequence of possible moves, after a finite number of moves the system is in a legitimate
state. As Gouda observesin his paper [Gou95], self-stabilization can be in principle defined by a
set, 7, arelation R C 7 x 7 and a specification of the legitimate state set L. Different classes of
closure and convergence can be defined and general methods of proving the self-stabilization can
be sketched.

One useful and elegant strategy to prove the correctness of self stabilizing algorithms is to
use bounded monotonically decreasing functions defined on global system states [Kes88]; some
existing self-stabilizing algorithms are proved to be correct by defining a bounded function that is
shown to decrease monotonically at every step [Hua93]. Many self-stabilizing algorithms do not
use this bounded function method since it is usually very very difficult to design such a function.
In stead, they develop a different proof technique using induction on the number of nodes in the

graph.

1.2.2 Implementation Issues

The stabilizing algorithms achieve fault tolerance in a manner that is radically different from tra-
ditional fault tolerance in distributed systems. The paradigm allows us to abandon failure models
and a bound on the number of failures. The theory is elegant, but how practical is the concept for
implementation with present day technology? Here are some issues.

e The concept of the global state of the system requires acommon time for all nodes. The phys-
ical time may be used as a common time but it may not be explicitly used by the component
processes (driftsin local clocks, relativity etc.) The partial order relation (among events) gen-
erated by message exchange can not be uniquely extended to a total order relation. If there
isno global clock, global states can not be defined and legitimate states must defined locally,
i.e. based onthelocal state of a node and the states of its neighboring nodes and on the partial
order relation associated to sending and receiving messages. This greatly complicates the
correctness proof of any stabilizing algorithm.

e A move is a complex operation; the state of the neighbors must be read, the guards must be
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evaluated and the associated code segment must be executed. Some models assume that a
new move may not start until the previous move is completed, i.e. the moves are atomic. Ina
real distributed system the reading of aneighbor’s state can be implemented in two ways. one
option is to request every node to send its state to his neighbors periodically or whenever it
changesitsstate. Each node caches the state received from its neighbors and moves according
to the state cached in its memory. The other option is to use a query message: when a node
needsto read its neighbor’s state, it sends a query message and waits for reply. In both cases,
when a node moves, it uses the cached states of the neighbors instead the real states of its
neighbors. Since the states of the neighbors may have already been changed, the moves are
not really atomic.

e To enforce the atomicity and the serializability of the moves Dijkstra, [Dij74], has introduced
the concept of centra daemon. When multiple nodes are privileged, the centra daemon
arbitrarily selects one node to be active next. The concept of a central daemon is very much
against the concept of a distributed system in that it serializes the moves and does not allow
concurrent node executions. Proving correctnessis easier for a serial execution, but there are
many parallel executions that might be “equivalent” with a serial execution [BHG87]. These
executions should be allowed by an efficient move scheduler.

Different models of self-stabilization offer different prospects of cost effective implementation
of the concept and it is not clear at this point which would win.

1.2.3 Classifications of Self-Stabilizing Systems

A model can be viewed as an interface definition and a set of assumptions (the algorithm designer
can make) that define the behavior of the system. Unfortunately, there is no unifying model for the
distributed system concept [ST96]. If some specific features of a system are not introduced in the
model, the algorithms may be less efficient than they could possibly be; on the other hand, those
features may not general enough to be present in all systems.

Self-stabilizing algorithms have been designed for two interprocess communi cations paradigms:
shared memory and message passing. Since we are interested in self-stabilizing algorithmsfor dis-
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tributed systems, we assume the message passing paradigm. It should be observed that a lower
level protocol that sends and receives messages may transform a message passing model into a
shared memory one.

Anonymousvs | d-based Networks

The concept of node identity is important in designing distributed algorithms. If each node has a
unique hardwired id, the network is id-based; otherwise the network is anonymous. The anony-
mous network is a weaker model than an id-based network. For some problems there are no
deterministic algorithms in anonymous networks [Ang80]. The impossibility stems from the lack
of deterministic symmetry breaking mechanisms without unique ids. In general, it is far more
difficult to design algorithms for anonymous networks than for id-based networks. The id-based
network is a more realistic model to design self-stabilizing algorithms, but a database of the used
id’s is necessary to be maintained by a central authority; the addition of a new node requires a
database search and the assignment of a new distinct id. This concept has been used in practice
for awhile (Ethernet addresses and | P addresses) and it has proved to be convenient. In principle,
each nodein an id-based network may have aglobal information of the topol ogy and the state of all
other nodes. Hence alocal algorithm may be used to solve the problem. This scheme may be un-
acceptable since the information needed to update each node state is large and takes a considerable

bandwidth. Besides, the system may respond too slowly to dynamic configuration changing.

Deter ministic vs Probabilistic Algorithms

The self-stabilizing algorithms can al so be divided into two classes: deterministic and probabilistic
(randomized) algorithms. This criterion has nothing to do with the underlying distributed system
but concerns with the algorithm design strategy. Randomization is normally used to break the
symmetry in anonymous networks. Many randomized algorithms succeed with probability 1 — e,
e > 0 (the successisnot certain). Besides, the random number generators used are actually pseudo
random number generators and some undesirable correlations may appear between neighboring
nodes.
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1.3 Sensor Network

Currently, there has veen alot of interestsin the theory and application of sensor networks and due
to varied application domains, the sensor networks are al'so widely different in terms of capabilities
and inherent infrastructure support. A very detailed survey of different kinds of sensor networks
and their applications can be found in [ASCO02]. Our purpose in this chapter isto use some kind of
an abstract model of sensor netorks [HerO3b, KAQ3] in order to best suit the standard paradigms
of designing self-stabilizing distributed algorithms for ad hoc networks and study some of the
known protocols under the so called sensornet model. For our purpose, the sensor network is built
from a set of (sensor) nodes with same computational and communication capabilities. Thereis
no external backbone network or message repeater facility. Each node p can communicate with
a subset of nodes, called neighbors of p, determined by the range of the radio signal of p. Each
node uses the same radio frequency. Each node cannot send and receive concurrently, i.e., the
communication channels are half-duplex. Nodes do not have collision detection hardware. The
network is asynchronous.

1.3.1 Unbounded Asynchronous Unison [Her 03b]

To coordinate the need for phase synchronization in distributed system, the problem of asyn-
chronous unison becomes important. To present our algorithm on asynchronous unison, we de-
fine the following identifiers and concepts. Let G = (V, E) be afinite, undirected and connected
graph. Let v, be the clock of node p in the Unison system. Let K be the upper bound of the uni-
son algorithm. Let NV be a positive integer which defines the behind relationship in the following
subsection. A state of the system is defined by a value for every clock variable and a value for
every loca variable in each node program in the system. A system transition is a pair (r, s) of
system states such that there is arule that can be fired, the system starting from r, yields state s.
A system computation is a maximal sequence of system states such that every pair of successive
statesis atransition. The legitimacy prediction for an unbounded asynchronous unison system is:
L= (Vp,q: (pq) € E: |(v, —v,)| <1). The system stabilizes to satisfy L and every node p
executes v, := v, + 1 infinitely often. In [HerO3b], the following algorithm is proposed and its
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correctness is proved.

Algorithm A-Unison

Rulel.if Vg : (p,q) € E,v, <=,,

thenv, :=v, + 1;

In the next section, we present the algorithm for the bounded version of asynchronous unison
in sensor network.

1.3.2 Bounded Unison

The legitimacy prediction for a bounded asynchronous unison systemis. L = (Vp,q : (p,q) €
E :|(v, —v,) mod K| < 1). Please note that v, — v, can be viewed as either a positive integer
or a negative integer in modulo K. We always use the one with a smaller absolute value. The
correctness of a unison algorithm satisfies the following three properties.

Liveness. Every computation of the system isinfinite.

Progress. Every infinite computation of the system has an infinite suffix where every clock
variable v, is updated infinitely often and only by executing the assignment statement v,, = v, +
1 mod K.

Asynchronous Unison: Every infinite computation of the system has an infinite suffix where
each state satisfies legitimacy prediction L. For the bounded algorithm, the conduction is: for any
neighboring nodesp and ¢, v, = v, Uv, = v, + 1 mod K U v, = v, + 1 mod K.

To present the algorithm of bounded unison, we introduce the following two relationships.
Relationship behind is an extension to the greater equal than in the unbounded unison. The two
relationships assist to achieve the self-stabilization of bounded unison in sensor network.

Relation behind ©:
Let variablexz and y rangeover0--- K — 1,2 Qy = ((y —z) mod K < N),
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Relation far <:
Let variablex andy rangeover 0--- K — 1,2 Oy = =(2 Qy) N —=(y O ).

In asensor net model, the condition L becomesC' = (Vp,q : (p,q) € E : =,v, Q v,.

Thefollowing algorithm which achieves an asynchronous unison system executes at every node

p in the network.

Algorithm B-Unison
Rulel. if Vg : (p,q) € E, v, O =0,
then v, := v, + 1 mod K;
Rule2.if 3¢ : (p,q) € E, v, & =pv, Nup, > 1,

then v, := 0.

Lemmal Cisaninvariant of L of any execution.

Proof : If =,v, isan estimation that is behind the value of v, then rule 1 may block p’s progress,
however, whenever =a,v, is updated, the result of incrementing v, satisfies L. Then, the same
argument applies to the neighbors of p. If the cache update message for the increment is not
correctly received by a neighbor ¢, rule 1 may block that neighbor’s progress. O

The clock variables in unison systems are time-driven. They increment infinitely even if no
other significant events occur in the system. Therefore every computation of the systemisinfinite.
We show the proposed algorithms in asynchronous sensor network have an infinite suffix where

each state satisfies condition C.

Lemma 2 With probability 1, every execution eventually satisfies . N C.

Proof : If anode p never increments v,, the system will eventually be deadlocked and cache
coherent. This contradicts the self-stabilizing behavior of the algorithm.

In order for p to infinitely increment v, in modulo K, it must forever correctly receive messages

from each neighbor ¢ containing values of v,. In turn, each neighbor ¢ must correctly receive up-
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dated clock values from al its neighbors; by an inductive argument it follows that all nodes incre-
ment their clocks infinitely often. Therefore, from rule 1 and lemma 1, every execution eventually
satisfiesC'N L, O

1.4 Maximal Independent Set

Let G = (V, E) be afinite, undirected and connected graph. Let s, be a variable of node p in
the network. s, indicates the membership of the node in the maximal independent set. Authors
in [Her03a] proposed an id based algorithm for leaders via maximal independent set. \We propose
here an algorithm that does not use ids.

If s, =1N(Vq: (p,q) € E,s, =0, refer to as L, we say that the node p is independent. If
s, =0N(3q: (p,q) € E,s, =1, refer to as L,, we say that the node p is dominated.

In alegitimate result, each node in the network should satisfy L; N L,. In a sensor network,
condition L, becomess, = 0N (3¢ : (p,q) € E, =,s, = 1, refer toas C. Condition L, becomes
s, =0N(3q : (p,g) € E,=,s, = 1, refer to as C,. For this agorithm, the weakened cache
coherent model refers to that the cached values may be stale.

The following algorithm which achieves amaximal independent set executes at every nodep in

the network.

Algorithm M-Independent-Set

Rulel.ifVq: (p,q) € E,s, = 0N=,s, =0
then v, := 1;

Rule2.if3¢: (p,q) € E,s, = IN=,s, =1
then s, := 0.

Without the knowledge of coherency of a cache entry, the system may come to a stable state but
later may reconfigure due to arecognized stale cache entry. In paper [] Self-stabilizing Algorithms
for Minimal Dominating sets and Maximal Independent Sets, the following lemmais supplied. We
include it here without further detail.
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Lemma 3 The algorithm achieves C; N C5 upon stabilization.

Lemma 4 With probability 1, C; N Cy isan invariant of L, N Ly of any execution.

The following algorithm appeared in [HerO3a]. Each node in the network have a Boolean
variable L. In an initia state, the value of L isarbitrary.

Algorithm L eader s-M-I ndependent-Set
Rulel. if Vg € N(p) : p > ¢
then L, = true;
Rule2.if [J[¢ € N(p) :=,L,Ng<p
then L, = false;
Rule3.if (3g € N(p) : g <p) N (Vg € N(p),g>p:—
= L)
then L, = true;

The algorithm does not use randomization explicitly. However, its convergence is probabilistic
because the underlying model of communication uses random delay. The paper shows that with
probability 1, the algorithm converges to a maximal independent set with convergencetime O(1).

Proof : The probability of a node in sensor network with eventual coherent cacheis1. Let p
be one of the nodes that contains stale cache values of =,s,. Once the node received a correctly
updated value of s, it will trigger a round of updating in the network. Subsequently, each such
error will trigger a round of updating. Let 7 be the probability of one or more nodes failed to
receive a message. If 7 islessthan 1, the probability of the system infinitely executing without
achieving L; N L, is0. Upon stabilization, C'; N Cy isequivalentto Ly N L. O
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1.5 Minimal Domination
Using the notation from last section, alegitimate state of the network will satisfy L,. A weakened
condition in sensor network isthat every node satisfies Cs.

In [HHJS03], the following lemmais proved.

Lemma5 A set S isa minimal dominating set iff its dominating and every v € S has a private
neighbor.

We use the variable d,, to denote the pointer at node p used in the algorithm. The value of d,, is
the identifier for anode, such as ¢. The pointer variable d, is used to indicate the private neighbor
relationship.

The following algorithm which finds a minimal dominating set executes at every node p in the
network. Let N (p) denote the open neighborhood of node p.

Algorithm M-Dominating-Set
Rulel.ifv,=0NVqg € N(p) :=,v, =0

thenv, =1,
Rule2. ifv, =1NVqg € N(p) : =,d, # pN3k € N(p) :
=, =1

then v, = 0;

Rule3.if v, = 1Nd, # NULL
then d, = NULL;
Rule4.ifv, =0N3dlg e N(p) : =0, =1Nd, #q
then d, = ¢;
Rule5. if v, = 0N 3morethanoneq € N(p) : =,v, =
1Nd, # NULL
then d, = NULL;

Lemma 6 With probability 1, C, is an invariant of L, of any execution and is achieved by every
execution.
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Proof : The probability of a node in sensor network with eventual coherent cacheis1. Let p
be one of the nodes that contains stale cache values of =,s,. Once the node received a correctly
updated value of s, it will trigger a round of updating in the network. Subsequently, each such
error will trigger a round of updating. Let 7 be the probability of one or more nodes failed to
receive a message. If 7 islessthan 1, the probability of the system infinitely executing without
achieving C, N L isO. O

1.6 Neighborhood I dentification

Because the sensor network is ad hoc, therefore there is a need to configure the neighborhood
knowledge of each node. At a node p, we can represent N(p) by alist of identifiers learned by
receiving messages from neighboring nodes. Let L be alist of nodes recording the close neighbor-
hood of a node. Note that we do not include an aging mechanism for this algorithm because the
sensor network model is not mobile. The following a gorithm achieves neighborhood identifica-

tion.

Algorithm Neighborhood
Rule 1. if receive message from ¢, never receive any mes-
sage before
then =, L := {q};
Rule 2. if receive message from ¢

then =, L == ,L + q;

Lemma 7 The algorithm recognizes the neighborhood of each node.

Proof :  With probability 1, a node p receives al the messages from its neighbors. Therefore,

each node p can configure the neighborhood list correctly. O
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1.7 Neighborhood Unique Naming

Let V3, denote the distance three neighborhood of node p. The Algorithm finds a unique color for
each node that is distinct within N3, neighborhood. Define namespace A = [¢'] for somet > 3.
Let Id be the unique naming, Id € {0---A}. Let set Cids, = { =1d,|q € N3,\{p}}.

The following algorithm appeared in [Her03a]; we include it here without proof.

Algorithm L eader s-M-I ndependent-Set
Rulel. if Id, € Cids,
then Id, := random (A\C'ids,);
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