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Abstract

In this paper, we propose an efficient distributed protocol
for online gossiping problemin any types of networks, espe-
cially for mobile networks and fault-tolerant networks. The
nodes in the networks have limited information of the entire
network. Each node knows its neighboring nodes. The pro-
posed gossiping protocol is fully distributed and tolerates
nodeor link failuresaswell astopology changes (mobility).
We show that the protocol completesin O(n?) timein any
types of networks, even when the networks contain multiple
failures.

Keywords: Online gossiping protocol, distributed com-
puting, mobile ad hoc networks, fault tolerance

1 Introduction

The broadcasting problem (sending a message from one
node to all other nodes) over an arbitrary communication
network is computationally difficult; there are efficient al-
gorithms to construct optimal communication schedules
for restricted networks under some communication mod-
els [3, 4, 5, 6]. In this paper, we propose an online pro-
tocol which generates a live gossiping schedule for each
node P; based on the information of its neighboring nodes.
We show that the protocol is fault tolerant. The proposed
protocol completes correctly in O(n?) time with multiple
faultsin the network. We provethat the faults do not signif-
icantly increase execution time. We compare our a gorithm
with the recent EGM algoritm [8], an efficient algorithm
in the multicasting communication environment; unlike our
our protocol, EGM protocol uses the root node heavily (all
meaages between subtrees go via the root); in case of root
failure the gossiping schedule becomesinvalid.

*The research reported in this paper is supported by NSF grants# ANI-
0073409 and # ANI-0218495.

2 System and Communication M odel

Let P;, 1 < ¢ < n, beanodein the communication net-
work of n nodes. Each node P; holds one unigue message.
The objective of gossiping isthat each node becomes aware
of the messages of every other node in the network. The
total time of data transmissions of the network is divided
into time units or rounds. A round is a short time period
consisting of three consequent time slots - one for control
messages and two for data messages.

The objective of the proposed schemeis to minimize the
total time needed for the process to complete. The proto-
col ends when each processor has al n unigue messages.
The communication model in the network must satisfy the
following two restrictions:

1. Inaround ¢, each node may receive at most one data
message provided such message was sent during the
previous round or the previous time dlot of the same
round. The data message that node P; receives (if any)
at time ¢ is added to its hold data structure h; in the
same round.

2. During each data message time sot (denoted as sy),
each node P; may transmit one of the data messages
initshold h; to its neighbors. The datatransmissionis
one hop. The message will remain in h;. A message
that is sent to P; at time slot s-1 arrives at P; at time
slot s. The node P; may send it to its neighborsin the
sametime slot.

3. During the control message time dlot (denoted as s..),
each node P; may send and receive multiple control

messages.
2.1 Proposed Approach

In our model, each node P; has the list of neighboring
nodes but not the complete knowledge of the entire net-
work. Therefore our protocol is distributed and online. The
list of neighborsis maintained by the underlying data link
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layer protocol. The basic idea of the distributed protocol is:
(1) Each processor P; sends to its neighbors a control mes-
sage of what data messages arein its hold h;. The originate
processor ID uniquely identifies each data message. In the
implementation section, this control message is represented
by a bit map with each bit represent a unique message. If
the bit is 0 then the message is missing in h;; (2) Because
the neighboring nodes send the same control messages, P;
has knowledge of each h; of node P;, P; is a neighbor of
P;. P; then sends a request message to one neighbor of the
lowest ID whose hold contains a needed message. Thisis
the end of control time dlot s, in each round; (3) Node P;
checks al the incoming requests. It selects one or more
neighbors, then sends or multicasts one data message to the
selected neighbor(s). In case node P; and its neighbor P;
request data messages from each other: if P; > P;, then P;
sends the data message to P; in the first data time slot and
P; sendsto P; in the second datatime slot.

3 Proposed Protocol
3.1 Data Structure

As noted in the introduction, n is the total number of
nodes in the network.

1. Neighbors[l : n] is a Boolean array. The value
Neighbors;[j] istrueif node j iswithin one hop com-
munication distance from node i in the network. This
array is maintained by datalink layer protocol.

2. h[l : n] isan array of data messages. A NULL entry
in the array h; means the data message of the corre-
sponding index ID has not arrived at hode .

3. b[1 : n]isanarray of binary bits. If h;[k], 1 < k < n,
isnot NULL, then b;[k] is 1, otherwise b;[k] is 0.

4. r[1 : A] isareceiver buffer. Each entry of the buffer
contains the source node ID (r.ID) and the message re-
ceived (r.m). It may contain either multiple control
messages or one data message. At the end of each
round, the content of the buffer is flushed.

3.2 Message Typesand System Primitives

The protocol uses two types of control messages and one
type of data message.

1. Control(i,b[1 : n]) Thisisacontrol message. The mes-
sage is sent to al the neighbors of node P;. It contains
bitmap b[1 : n] indicating the messages of node P;.

2. Request(i,j,k) This is adso a control message. The
messageis sent by node P; to node P; requesting mes-
sage number k.

3. Data(i,j,hlk]) Thisis a data message. The messageis
sent by node P; to node P;. The data message contains
message k from array h; of node P;.

The following system primitives are used in the pseudo-
code given in the next section. They are used to sim-
plify the presentation of the algorithm. Note that both
send and receive primitives are one hop message trans-
fer: (1) send(source, destination, message), if any link
failures or node failures are reported by the underlying
data link layer protocol, the corresponding neighboring
nodes are ssimply deleted from the Neighbors list. (2) re-
ceive(source, message), the parameter source will return
the source node ID (address) of the received message; the
receive primitive includes a timeout. If no message arrives
at the receiver network interface, the receive primitive will
terminate at the end of each time slot.

4 Algorithm Description

In this section, we present the protocol in pseudo-code.
At each node P; we run two main processes. One of the
processesis for sending messages; the other isfor receiving
messages. The two processes can communicate with each
other. They both have access to the local system clock via
system call: get-current-time(). As stated in system model
section, we assume that the local clocks are approximately
synchronized. In the pesudo-code, constant ¢ .. indicates the
time boundary between control time slot and datatime g ots.
Constant ¢4 indicates the time boundary of the two datatime
dots. Constant ¢ represents the time period of a complete
round. The procedures are run on node P;.

The procedure Receive is the receiving process of the
gossiping protocol. Variabler isthereceiving buffer at node
P;. Thevariablesthat are received from or calcul ated based
on the sending process are prefixed with sd-. Each round of
the Receive procedure is divided into two consequent time
slots — one for control message and the other for data mes-
sage. The Receive procedure receives all the messages for
anode.

Procedure Receive()
begin
while(true)
begin

1 =1;

tt =get-current-time();

//control message slot

while(true)
begin
/Icheck control messages
receive(r[¢].I1D,r[z].m);
i+ 4
temp =get-current-time();
if(temp > tt + t.)




then break;
end
/lcheck request messages
while(true)
begin
receive(r[z].I1D,r[7].m);
1+ +;
temp =get-current-time();
if(temp > tt + tq)
then break;
end
/ldata message dlot; check data message
receive(sd-7,h[sd-k]);
end
end

Next, we introduce the subroutine wait-until. 1t isim-
plemented for the Send procedure. The procedure causes
the calling processto idle until an absolute time value. The
absolute time valueis give by parameter ¢.

Procedure wait-until(t)
begin
while(true)
begin
temp =get-current-time();
if (temp > t)
then return;
end
end

The procedure cal-request calculates and returnsthe ID
(parameter ;) of a neighboring node who has a needed mes-
sage with the smallest ID (parameter k) among the neigh-
borsof P;.

Procedure cal-request(j,k)
begin
j=n+Lk=n+1,
for index =1---n
begin
if rlindex].ID=NULL
then return;
/Ipick the smallest node 1D with the smallest message ID
if rlindex].m< k
then k =r[index].m;
if rlindex].ID< j
then j=r[index].ID;

end
end

The procedure cal-data caculates and returns the 1D
(parameter p) of aneighboring node whose request of mes-
sage ID (parameter k) will be responded by node P;.

Procedure cal-data(p,q)
begin
p=n+lg=n+1;
for index =1---n
begin

if rflindex].ID=NULL

then return;
/Ipick the smallest node 1D with the smallest message ID
if rflindex].m< ¢

then g =r[index].m;

if rlindex].ID< p
then p =r[index].ID;
end
end

The following procedure Send isthe sending process of
the gossiping protocol. The variablesthat are received from
or calculated based on the receiving process are prefixed
with rec—. Each round of the Send procedure is divided
into three consequent time slots — one for control messages
and two for data messages. The Send procedure sends all
the messages from a node.

Procedure Send()
begin
while(true)
begin

tt =get-current-time();

/lcontrol message slot, send control messages

send(i,neighbors,Control (,b;));

wait-until (tt + t.);

cal-request(s,k);

//send one request message

send(i,nheighbors,Request(i,rec-j,rec-k));

wait-until (¢t + tq);

/ldata message slots

cal-data(p,q);

if rec-j #rec-p Ui <rec-p

then
send(i,rec-p,Data(i,rec-p,h;[rec-q]));
else

wait-until(tt + t);
send(i,rec-p,Data(i,rec-p,h;[rec-q]));

end
end

The Send and Receive procedures transfer messages
between the nodes and solve the gossiping problem of the
entire network.

5 Correctness and Performance Analysis

In thissection, welook at the correctnessand compl exity
of our protocol. We take network changes and faults into
consideration while conducting the analysis; we omit the
proofsfor lack of space.

5.1 Correctness

Theorem 1 Upon stabilization, the proposed protocol
completes gossiping in connected networks.



Theorem 2 Upon stabilization, the proposed protocol pro-
duces a live communication schedule for gossiping in con-
nected mobile networks.

Theorem 3 In a connected network with node failures
and/or link failures, the proposed protocol achieves gossip-
ing upon stabilization.

The proposed protocol achieves gossiping upon stabi-
lization in mobile networks, as well as networks with one
or more failures. If the network is no longer connected be-
foreagossiping protocol isfinished, no more data messages
can be transferred between the disconnected components of
the network.

5.2 Complexity

To bound the complexity of the protocol, we have the
following lemma.

Lemmal Ineachroundt, thereis at least one node sends
and one node receives a data message in a connected net-
work.

Lemma 2 In a connected network of n, the total number
of data messages received for gossiping is ho more than
O(n?).

Theorem 4 If the network is connected, the proposed pro-
tocol completesin O(n?) roundsin the worst case.

The upper bound of the number of datamessagesfor gos-
siping does not change in amobile network. We summarize
thisinto the following corollary of theorem 4.

Corollary 1 In a mobile network, the proposed protocol
completesin O(n?) roundsin the worst case.

Theorem 5 In a connected network with any number of
node failures and link failures, the proposed protocol com-
pletesin O(n?) roundsin the worst case.

We have shown that the protocol is fault tolerant. It can
adjust to mobile environment and tolerates multiplefailures.
The complexity of the algorithm does not increase for mo-
bility or network faults.

6 Comparison and Discussion

The EGM algorithm [8] consists of two steps. Firdt, it
builds a specia tree network and, then, it performs all the
communications in that tree network. The EGM protocol
takes O(mn) time. The proposed protocol has better time
complexity O(n?).

Online and Distributed: The EGM agorithm is an offline
protocol. A nodewith full knowledge of the network cal cu-
lates the communication schedule ahead of time. The pro-
posed algorithm in this paper is an online protocol. Each
node in the network only needs to know its neighboring
nodes. None of the nodesin the network is required to have
the compl ete knowledge of the network.

Fault Tolerance: The EGM agorithm is vulnerable to
faultsin the network. A node constructs the communication
schedule ahead of time. Hence the produced scheduleis not
guaranteed towork if any of the spanning treelinks or nodes
fails in the network. In contrast, the proposed protocol is
fault tolerant. It is shown to tolerate one or more faults, as
well as network topology changes. The proposed protocol
is proven to completein O(n?) time even with multiplelink
and/or node faultsin the network.

Mobility: As an offline protocol, the EGM algorithm can-
not be used in mobile networks. Mobility could invalidate
the minimum depth spanning tree of the EGM protocol or
the precal culated communication schedule. Our protocol is
fully applicable to mobile networks.
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